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	P-R-O-C-E-E-D-I-N-G-S


		MR. NASH:  Okay.  We're going to try to get the technology subcommittee meeting started.  We'll only get through a couple of the agenda items probably here before the time to break for lunch, but we will get a jump on the day.


		There were copies of the agenda on the back table.  If anybody wants one, I did bring 50 copies and I don't think there's 50 people in the room, so there ought to be some back there still.


		The first item on the agenda is approval of the agenda.  Does anyone have anything they'd like to add to it.  We'll add it down under the other business item.  Not seeing anyone jumping up anxious to add something new to the agenda, we'll move on with it.


		Item 3, unless John Chapin is here, he was due to arrive at about noon, so we'll have to delay on item 3.


		Item 4 here was just a quick report I was going to be looking for from TIA on how they're coming on collecting the parameters necessary to apply TSB88.  Last we knew they were collecting the information, but there was probably going to be a never ending task as new radios became available.


		So does anyone from TIA have any information as to progress on that?  It's continuing?  All right.


		Jump on down to item number 5, report on the development of wide band channel data standard or just a standard.  The last TIA meeting held in San Diego, which I think was after this one was, so it has been recent.  They did receive some input from Nortel on a proposal that they have for wide band data.  They're looking at a couple of other proposals, so there's now three on the table that I'm aware of as potential technical standards on transmitting high speed data in a 150 kilohertz wide channel.


		Other than that, you know, work is progressing; however, knowing the process in that it is unlikely that we are going to have a final standard in the near future and probably not by the, even by the end of the NCC's four-year lifespan here.  So, you know, and I'll report that to the Steering Committee tomorrow, that progress is being made; however, don't expect a solution.


		So anything to add to that, Ernie?


		MR. HOFMEISTER:  That's how it is.


		MR. NASH:  That's about the reality of the situation and, you know, as to where it stands.


		The report on the narrow band data standard clarification, Dave Buchanan discussed that this morning and I think they're, you know, working on that right now, so we'll skip over that item.


		Item 7 here was a discussion.  At the last TIA meetings, it came up a strong recommendation from some of the federal people in the room that we look at using triple-DES as the encryption standard rather than single-DES.  I'm informed that the triple-DES standard has now been documented and is ANCI approved, so it is something that can come on the table before this committee.


		You know, one of the advantages of, you know, possibly, you know, moving to triple-DES would be, it is a step above DES as far as security goes.  Where we're looking at systems that are not yet employed using the most secure thing; it's going to give us the longest life cycle.  And yet an advantage of triple-DES at the moment is where we may have a requirement to go back and be backward compatible with some, with existing systems on an interconnect basis.  You know, through a gateway or some sort.


		Triple-DES does offer us the opportunity to be compatible with single-DES just by putting the same key in on all three positions on the triple-DES format.


		So while we have the opportunity for greater security, we do have backward compatibility on an interoperability basis with existing systems.


		So from that standpoint, it would seem advantageous to the public safety community if we did adopt triple-DES as the recommended interoperability standard, which would be a reconsideration of the recommendation that did already go forward and was adopted by the FCC.  But at this point in time, since equipment is not yet available, we may have an opportunity.


		At the TIA meetings where this did come up, I asked the three major manufacturers, Ericsson, Motorola, and Talus to consider that recommendation from the standpoint of if we were to recommend changing from single-DES to triple-DES, would that impact the development work they are currently doing to get product on the street relative to, you know, based on the standards that have been adopted by the FCC.


		And I would entertain comments from those manufacturers as to whether or not a change in that encryption standard at this point in time would have an impact on their ability to field equipment as quickly as possible.


		And who wants to start off?  Ernie?  I'll put you on the --


		MR. HOFMEISTER:  Ernie Hofmeister, Com-Net Ericsson.


		I guess since we all know that triple-DES is coming, we might as well do it.  I don't think it will materially affect the development cycle that we have.


		But on another topic, I'm just thinking about now, whether if we take triple-DES and require it to be used on the 700-band channels, and we think up some applications out there that might have, or customers that might 800 megahertz and 700 and you're going to add 700 megahertz channels to an 800 megahertz system, and so to treat that as, I'll say one system.  And I know some customers are thinking about that.


		The question then comes up, if you require any system that uses 700 channels to use triple-DES, what about this integrated system that would be an 800 say, and a 700, and the 800 may already have DES in there.  So I wouldn't think we would want to get ourselves caught up by rules that would require the upgrade, or maybe not the upgrade of that 800 megahertz system to triple-DES.  


		Something to consider, if you put it in the rules as only triple-DES at any 700 channel, you may have some system implication and upgrade effects to deal with.


		MR. NASH:  You know, let me clarify something here.  We're only talking about the interoperability channels.  And so encryption on the interoperability channels would be in triple-DES.  Encryption on any other channel could be in any format that the user wanted it to be in.  So maybe that answers your question on that issue.


		MR. HOFMEISTER:  Yeah, that's a good point and certainly I think for the interoperability channels that wouldn't be a problem.


		MR. NASH:  Harlin?


		MR. MC EWEN:  Harlin McEwen, International Association of Chiefs of Police.


		I really don't see that as a real problem.  Again, in the sense that if you, first of all, you need to be very clear that you're not requiring encryption.  You're saying that if encryption is used, that will be the standard.  Right?


		MR. NASH:  That's correct.  And again, on the interoperability channels only.


		MR. MC EWEN:  Yeah, I know.  But we need to make sure we say that.


		MR. NASH:  Right.


		MR. MC EWEN:  Because it wasn't very clear in the discussion that just took place.


		MR. NASH:  Okay.  


		MR. MC EWEN:  And secondly, because there's a lot of people, for instance, in the fire and EMS and other services in public safety that may not want to use it.  But in the law enforcement area or even in some interoperability issues with some of those services, there may be a desirability.  And that will be the standard if you're going to encrypt.


		Second thing is, and I mean to go back to what Ernie is saying, it's my understanding, and I've talked to a number of people, is that if you require triple-DES in the 700 and you need an interoperability with somebody in the 800 who has just DES, that's easily accomplished by just converting, just using the same key, you know, three times.


		So there shouldn't be a problem technologically.  It's the issue about, Ernie, whether you and the other manufacturers see any problem in your development.


		MR. NASH:  Yeah.  And again, we're talking about encryption that would occur on the 700 megahertz interoperability channels.  You know, and so therefore, somebody that has an existing 800 megahertz system, they nonetheless are going to have to buy new radios in order to operate on the 700 megahertz interoperability channels.


		So those new radios would be equipped with triple-DES for that purpose.  And yet if they are also operating on their existing 800 system equipped with DES, they could operate in the DES mode on those 800 channels.


		MR. MC EWEN:  One other point, Glen, and that is that I don't know how much you have paid attention to these portable and fixed patching systems, but you know, right now we have a fairly successful pilot going on in the Washington, D.C. area between the Alexandria City Police, the Washington, D.C. Metro Police, the Metro Transit Police, and the U.S. Park Police in patching them together on a technical, on technical channels on disparate band systems there.  You know, there's a UHF system, there's a VHF system, and there's an 800 system.


		And the point is that I can envision where it's not totally impossible to do the same thing.  Where you might, they're just now testing some encryption issues up in Syracuse.  I don't know if anybody's here that's involved with that, but that's another NIJ task to see, you know, how much problems you have with trying to use encryption on these patched types of networks.


		MR. NASH:  Yeah.  And through that patch might be one scenario where even though you were in the triple-DES mode on a 700 meg channel, you might want to use the same key because you are patching to a single-DES alternative system.


		MR. MC EWEN:  And that's what I was envisioning.  That kind of a scenario could very well happen.  But I don't believe what you're doing will create a problem for that.


		MR. NASH:  Again, anybody, you know, who knows more, please correct me.  But my understanding is that in that scenario where we did use the same key in a triple-DES mode, that that would have a finite extra delay in the transmission because of the triple cycling of the encryption engine.


		Bob?


		MR. SCHLIEMAN:  Robert Schlieman.  I wanted to go back to a comment that Ernie made a moment ago with respect to 700 and 800 megahertz expansion.


		While the subscriber units in 700 megahertz could be capable of operating with single key or triple-DES, single-DES or triple-DES, the issue becomes if you're expanding from 800 to 700, what the rest of your encrypted infrastructure is designed for.


		And the key management facilities in all that stuff that are used in the 800 system would not necessarily be able to provide the over-the-air re-keying of the 700 radios.  If you're dealing with a triple key mandate at 700.


		I submit that the standard as it is right now, as it is specified in the rules right now is more appropriate as the baseline for encryption.  And you have the option for going up to triple-key DES and I understand when they come out with AES that that will also by requirement be backward compatible.


		MR. NASH:  My understanding is AES will not be compatible with DES at all.


		MR. SCHLIEMAN:  I thought they were implementing in the digital radio, let me say it that way.  The implementation would incorporate as a mandate that it have DES capability, if it used AES.  I misspoke the first time.


		The implementation in the radio would be required.


		MR. NASH:  Okay.  A multi-mode implementation?


		MR. SCHLIEMAN:  As a requirement of a Project 25 radio.  Okay?


		And so that you can create a bit of a problem for existing systems that want to expand to 700 if you impose a mandate for triple-key DES.


		When you use triple-key DES, if you put the same key in three times for each of the key slots, that you would've used in single-key DES, or single-DES, the triple-DES will work off of that.


		The plain DES will work off of that.  There's backwards compatibility.  I think when we deal with interoperability mode, we have to be very, very concerned that we don't create backward compatibility problems in any way in which it might be implemented or utilized in the field in all scenarios.


		MR. NASH:  Well, again, Bob, the issue that's been brought up is that there is no imbedded base at 700 megahertz of equipment that we have to maintain compatibility with.


		MR. SCHLIEMAN:  But there is in the adjacent 800 band and so if you're going to take an 800 megahertz system and expand it into 700, that part of the encryption infrastructure that must be used would have to be replaced with something that could manage both of them, rather than just add subscriber units on 700 megahertz channels.


		MR. MC EWEN:  I'm not sure you're correct.  I mean, I know what you're trying to say.


		MR. SCHLIEMAN:  If you're trying to talk from a dispatch center to a field unit and the field unit is on 700 megahertz as an expansion channel from an 800 megahertz system, then the originally-equipped dispatch center would not have a capability for triple-DES.  It'll have the older one.


		MR. MC EWEN:  Yeah, I understand that.


		MR. SCHLIEMAN:  So therefore, if you mandate that a radio have triple-key DES, you're not transmitting the triple key, right?


		MR. MC EWEN:  I think you're making it too complicated.


		MR. NASH:  Bob, for the dispatch to talk to the subscriber unit on 700 megahertz, the dispatch is going to have to be equipped with a new 700 megahertz radio which now can also have the triple-DES.


		So again, the only problem is trying to cross patch.


		MR. SCHLIEMAN:  Well, see, the problem is that in most of the encryption requirements that I've been exposed to in recent years, the encryption is at the microphone, not at the base station.  So it's encrypted all the way through the system.


		And that's my point, that the infrastructure that already exists does not have triple-key in it, because it's 800 megahertz and it's older, and so when you add 700, yes, you have a new base station, but it passes through the base station.  The base station is transparent.


		It doesn't come out of encryption and go back in encryption.  It transmits encryption from the console all the way through the infrastructure over the air.  And when you get to the subscriber unit, you decrypt it, not until then.


		MR. MC EWEN:  Yeah, I understand that that.  But the point, the simple approach in a non-engineering way, like I think, is that the 700 system, when it's going to need to interoperate with an 800 system that has only the capability for single-DES, will have to key in, they'll have to agree upon the key for the two to interoperate.


		And so it's immaterial what the 700, you know, is capable of doing within its own infrastructure, it's talking about, 700 is going to put in a single key in all three slots that are going to be the same as what the 800 is going to have so they can talk to each other.  It's very simple in my understanding.


		MR. NASH:  No, Harlin, the issue is, if you're upgrading your existing 800 or 400 or whatever system so that you're now as part of that system also going to have a 700 mega system, how much of it do you upgrade?  Do you upgrade all the way back to the console?  Or do you stop your upgrade at the, you know, at the central base station.


		Quite frankly, I think you should upgrade it all the way back to the console.  


		MR. MC EWEN:  And as far --


		MR. NASH:  But you know, unless that's a terribly great expense to carry that upgrade all the way back to your dispatch console and I don't have anything reference-wise to know if that's a tremendous extra expense to change out the encryption module on your console so that it handles triple-DES in addition to DES.  I can't imagine that's anything more than just a small, incremental increase in cost.


		MR. SCHLIEMAN:  We are talking interoperability, right?


		MR. NASH:  We're talking about the standard for the interoperability channels.


		MR. SCHLIEMAN:  Okay.  We're talking about interoperability.  So if somebody comes in to your system to work with you on an interoperability situation and he is operating encryption at 800, you won't have any problem.  But when it comes in on 700, he could have either one, single or triple-key.  Right now the standard allows single-key.


		MR. NASH:  No, right now the standard says that on the interoperability channels, he will be single-key.


		MR. SCHLIEMAN:  Okay.  


		MR. NASH:  And the proposal is to say that he will be triple-key, which allows him, you know, on the specific operational issue to put the same key in on all three slots if he has, you know, because of the task force you've put together, you have a need for, single-key is the lowest common denominator, then you can get there by putting the same key in all three slots.


		MR. SCHLIEMAN:  Who's going to re-key the radio?


		MR. NASH:  Somebody, you're going to have to, somebody's going to have to re-key the radio any way you look at it or OTAR it, you know, for that specific operation.  Because quite frankly, if we have a national encryption standard with a national key, you may as well talk in plain voice, because everybody will know the key.


		In fact, the bad guys will know the key faster than the good guys.


		MR. SCHLIEMAN:  Isn't the encryption key, isn't the encryption requirement already in the FCC rules?


		MR. NASH:  The encryption requirement is for a single key, but there is nothing that says what the key will be.  That is established for the specific operation and so somebody has to key the radio for what that key is.


		MR. SCHLIEMAN:  I just think we can't keep flipping around with upgrades to --


		MR. NASH:  Bob, I agree with you.  The point has been made that DES has already been broken, it is easily breakable.  And that for us to, you know, on a totally new system to decide on something that is old and has already been broken, it may not be the best choice.


		And in this particular case, triple-DES is available, it is something that we could adopt.  We have heard from one manufacturer and I would open the door to the others, that at this point it would not significantly delay deployment of 700 megahertz equipment to go to the higher standard.


		The operations people are telling us that they would prefer to have the higher standard.


		And so, it may be, you know, that the recommendation from this committee should be that for operations on the interoperability channels, that the radios should be equipped to operate in triple-DES mode, fully recognizing, you know, that when a specific operation comes together, somebody's got to pick the keys.


		And we're recognizing at this point that we do have in the other bands an imbedded base of equipment that have encryption capability that we may need to gateway to and at least triple-DES does allow us to gateway to single-DES systems, just by putting the same key in all three slots.  


		So it does allow us some backward compatibility and so from that standpoint, it would appear to be a good recommendation to get the higher security that if offers. 


		Colonel?


		MR. ALLEN:  Craig Allen with the Illinois State Police.


		I just want to make sure I understand from a, as Harlin said, from a non-technical perspective what we're talking about here.


		As I understand it, we have two types of interoperability.  We have same-system interoperability and then we have disparate interoperability.  Let's assume for a moment that we're talking same system.  As you pointed out, an 800 megahertz system that is existing, operating in the trunk mode and everything is moving along swimmingly with the current DES, we now add 700 megahertz to that network to give it channel expansion, to allow more users on the network.  That's acceptable in the discussion that we're having.


		MR. NASH:  Right.  The manufacturers have told us --


		MR. ALLEN:  And then assuming that the manufacturers have a piece of equipment that will allow that to occur, 806, 821, and 700.


		Having done that, now we bring on this 700 radio and it comes in triple-DES.  Let's assume that we're going with triple-DES as the mandated encryption model.  So it comes on in triple-DES.  I have 800 radios that are populated throughout the field that are in single-DES.  Correct?


		Now, the question for, the operational question I want to ask is, will the 700, will the new triple-DES radios hear the 800 radios when they call in single-DES?  Will the key work?


		MR. NASH:  Yes.  And there are two possibilities there.


		MR. ALLEN:  Okay.  


		MR. NASH:  Okay?  Is where you're looking to take your existing 800 system and you want to add some 700 channels to it.


		MR. ALLEN:  And a new radio along with that.


		MR. NASH:  Right.


		MR. ALLEN:  You're getting a higher tier radio now.


		MR. NASH:  Understood.


		MR. ALLEN:  That won't talk back to the other ones in some situations.


		MR. NASH:  No.  The manufacturers have told us, several of them have said, you know, they intend to come out with a, what amounts to being a dual band, 700, 800 meg radio.


		MR. ALLEN:  Okay.  


		MR. NASH:  In that situation for your system where you have some of your channels, some of your channels in 700, you'll have a single radio that could talk in both of those systems.  You could either, you know, and what we're talking about is the standard for the interoperability channels in the 700 megahertz band.  In this scenario, you would have new 700 megahertz channels that are general use channels, not the interoperability channels.  Although you might have the interoperability channels in your radio.  In fact, the rules would require you to.


		But you're talking about operating on the general use channels.  On the general use channels, you decide what the de-encryption mode is that you want to operate in.


		MR. ALLEN:  Okay.  


		MR. NASH:  So therefore, when you buy those radios, you can tell the manufacturer you want a radio that is capable of both triple-DES and single-DES encryption so that on the general use channels that are part of your day-to-day system, you operate in the single-DES mode.


		MR. ALLEN:  Okay.  


		MR. NASH:  Accept an alternative is that you get a radio that is only capable of triple-DES and what you do is on your general use system, you put the same key in all three slots and it looks like a single-DES radio with the caveat that because you're going through the cycle three times --


		MR. ALLEN:  It takes longer.


		MR. NASH:  It takes a little longer.  There's a finite delay in the communication.


		MR. ALLEN:  I picked up on that.  So then we have an evolving system, we have different generations of radios out there.  We have the new tier that operates 700 and 800 and with the old, it operate just 800.


		MR. NASH:  Just 800.


		MR. ALLEN:  The 700 radios talking in triple-DES would be able to talk to other 700 radios?


		MR. NASH:  In triple-DES.


		MR. ALLEN:  In triple-DES.


		MR. NASH:  Okay.  With different keys.


		MR. ALLEN:  The radios, the 800 radios would be able to talk to each other in single-DES.  But could also talk in single-DES to the 700 radios?  The dual band radios --


		MR. NASH:  That's right.


		MR. ALLEN:  That's correct, okay.


		MR. NASH:  And the 700 radios could talk back to the 800 radios.


		MR. ALLEN:  Operationally, there are some, there's some value added in that, at least on the front end.


		If you have as an example, from an operational perspective, drug undercover agents, who would be operating, as an example, in single-DES, which is pretty much how it's done now, and they're operating in a task force, are we going to have some of the problems that you're reading about in the paper.  Where they're rolling paper, taking money or dope from them and not doing the business the way they're supposed to.


		That the investigators we send out to investigate them could be operating in triple-DES, have the ability to do the surveillance on police in the system and not be monitored?  There seems to me like there's some value, at least initially in that.


		And the other thing, and I'm not, I certainly am out of my league here, but I understand the federal government has much higher needs when you get into executive protection and national security.  Which makes sense that we should be able to provide for them in this environment as best we can to address their needs, but still not lose that connection to the state and locals, which we all know is critical in the task force, in the operations that we work with them on a daily basis.  Without having to carry multiple radios.


		So if what I have said thus far, in a single system, that if we're all sharing the same trunk system, not getting into the manufacturer's differences and all of that stuff, that what I've just laid out for you works.  And quite frankly, what I've heard makes sense.


		Now, there's a second, and nobody is shaking, not very many people are shaking their head yes, does that make sense?


		MR. NASH:  Yes.  Right.


		MR. ALLEN:  Okay.  Then we get into the disparate system where one manufacturer's system is operated in one community and another manufacturer's system is operated in another community, in a different community.  So we have an A and a B system.  This triple-DES, single-DES gets more complicated, does it not, because if as we spoke of, at least a big proponent of, you need to hold on to your keys so that you're not, you know, we don't want every police department using the same DES or as you said, you might as well use an open channel, it doesn't have any value.


		Are we talking about some over-the-air re-keying of these systems on the mutual 8 or on the interoperability channels in the 700 megahertz to allow, as an example, an FBI agent's radio to work in St. Louis on their DES?  And then in Chicago to work in Chicago on their DES, assuming that they have different manufacturers providing the radio equipment.


		Is that the philosophy?


		MR. NASH:  Yeah.  When you're talking about it, an A system and a B system, for those two people to get together and interoperate, they would, at least in theory, do that on the interoperability channels.


		MR. ALLEN:  Right.


		MR. NASH:  In the 700 megahertz band, of which there are 62 of them identified.  And if you're going to operate in the encryption mode, then the two groups would have to get together offline somehow and decide what the key is they're going to load into the encryption module on the radio.


		MR. ALLEN:  So we do that today.  I mean, that's the way we operate today.


		MR. NASH:  Right.


		MR. ALLEN:  There's no technology being slipped in here to allow that to be done more robustly.


		MR. NASH:  The only technology that is there, you know, is the possibility for an over-the-air re-keying system that would allow for, you know, somebody in your dispatch center to send the new code out, you know, and by some, you know, process through the over-the-air re-keying system, you know, to know that it's okay to change your radio and it's okay to change Harlin's radio to the same key.  But Ernie isn't part of that group, so his radio doesn't get changed.


		MR. ALLEN:  Okay.  


		MR. NASH:  Okay?  But we nonetheless have to --


		MR. ALLEN:  -- control kind of discussions that we had before.  Right.


		MR. NASH:  But you have to, that's right.  You have to agree on who's part of the group and then a process for getting their radios equipped with the proper code key.


		MR. ALLEN:  Okay.  


		MR. NASH:  To get into the system.


		MR. ALLEN:  But in the end, everybody's envisioning that officers would be able to talk to officers and fire trucks and so on and so forth, with the exception of the DES encryption that is needed for these higher level security details.  But in the norm, we're operating in straight talk and not operating in a DES mode.


		MR. NASH:  Yeah.  I think, you know, for the average, you know, the --


		MR. ALLEN:  -- mandated 700 meg, you're not mandating that all radios only operate in that mode.


		MR. NASH:  No.


		MR. ALLEN:  It's only during --


		MR. NASH:  No.


		MR. ALLEN:  If I understood Harlin, it's only when that --


		MR. NASH:  Encryption is an optional mode on those channels.


		MR. ALLEN:  All right.


		MR. NASH:  And we're saying, you know, that, you know, depending upon the situation, you may or may not want encryption.  But if you're going to do encryption on the interoperability channels, then we have, you must do it in the agreed-upon mode.  And the reason for that is that you may have people coming from different agencies whose basic radios, you know, there are different manufacturers, different styles in everything.


		And so if we don't have the technical capability through a standard for those two radios to talk to each other, then you at the operational end would not be able to put it together.  So we're saying, let's create the technical capability for interoperability so that you as the end operator have the ability to create, you know, to create a task force with people from five different agencies who are bringing their own radios that are from five different manufacturers.


		But because they have this ability to operate on the interoperability channels in the agreed-upon encryption mode, that they can come together as a task force, agree what the encryption code is, agree which of the 60-odd channels they're going to operate on.  They all program their radios to those parameters, and they go out and now they are able to operate and conduct their task force operations.


		MR. ALLEN:  That's exactly what we're looking for.  If it can be done just as you said it, and I know it's easier to say than it is to do, but if it can be done just as you said it, that will allow the federal agencies to come in because we're working with them more rather than less, particularly in the urban areas.  And I just don't see that changing any time soon.


		As we go through these new frequencies and 700 being one of them, it's been extraordinarily important that state and local be able to talk to feds and feds be able to talk back without having to carry more than one radio.


		So thank you.  Thank you for your time.


		MR. MURPHY:  Rick Murphy, Department of Treasury, Public Safety and Wireless Network Program.


		Just an added note to that, because we just had discussion with NSA concerning the encryption, on the life of the encryption code, based on the capability of computers doubling their power every 18 months, they guesstimate that triple-DES will not be broken, at least for at least 12 to 15 years.  		So you're looking at a good lifespan that's something that's not going to go away anytime soon.


		So it's not like DES, where, you know, it was broken in x-amount of time due to the computing power capabilities being increased.


		MR. NASH:  Any other comments?


		Bob, have we resolved your questions?  


		MR. SCHLIEMAN:  Absolutely.  


		MR. NASH:  Okay.  


		MR. SCHLIEMAN:  I was just looking for the wording -- recommendation --


		MR. NASH:  Okay.  So no other input?  I have down here a recommendation of the technology subcommittee, as Bob says, we're open to wording.  I would suggest, you know, wording to the effect that, you know, that the subcommittee recommends that the FCC revisit the encryption standard issue and adopt triple-DES as the encryption standard for operations on the interoperability channel of the 700 megahertz spectrum.


		MR. SCHLIEMAN:  Does that have a -- 


		MR. NASH:  It's actually an ANCI, it's one of the ANCI, we'll have to get the number on that.


		SPEAKER:  Glen, didn't you already do that at the last meeting in March?  I thought you actually recommended that and the Steering Committee agreed.


		Michael, do you remember?


		MR. NASH:  I don't recall.


		MR. WILHELM:  No, I don't.  I don't recall.


		MR. NASH:  I don't recall us dealing with triple-DES.  We did at the March meeting recommend the realignment of the interoperability channels to provide for the guard on either side.


		SPEAKER:  That's different, yeah.  No, I thought you did at the --


		MR. NASH:  Was a different issue.


		SPEAKER:  If you didn't, we certainly should do it.


		MR. NASH:  We may have agreed to take it up as a discussion item.


		MR. ALLEN:  Craig Allen again.  Do you need a motion for that?  Is that what you're looking for?  Because if you are, I'll make it.


		MR. NASH:  The way this committee works is by consensus and so, yeah, we're not allowed to take motions and seconds and vote.  We're only arrived to arrive at consensus.  And so I exercise my authority as the chairman to look around the audience and depending upon whether or not I see any descent, people jumping up to say that they don't believe with the consensus opinion that I declared we reached, I will declare we've reached consensus on this issue.


		And we'll forward the recommendation to the Steering Committee that the FCC revisit the issue on the encryption standard and that they modify the rules to identify triple-DES with the appropriate ANCI document referenced as being the encryption standard on the interoperability channels.


		Ernie?


		MR. HOFMEISTER:  Ernie Hofmeister, Com-Net Ericsson.


		Just as an added note for the FCC, I think what we're saying is it's now appropriate to revisit that because triple-DES is now published as an ANCI standard, when it was not before, is that correct?


		MR. NASH:  That's my understanding of what's happened here, yes.


		Any other comments?


		Seeing none, I will take the opportunity, see, we're ten minutes past our lunch break time.  Right?


		MR. WILHELM:  Now, what's your pleasure on your presentation?  Did you want to make that at noon?


		MR. NASH:  Well, the gentleman who was going to make the presentation indicated he'd be here at noon until about 3:00 o'clock.  And since we were scheduled to start at 12:30.


		MR. WILHELM:  Okay.  


		MR. NASH:  I think it would be appropriate, you know, to go ahead and adjourn, take a lunch break, come back at, I'll say 12:45.


		MR. MC EWEN:  Glen?


		MR. NASH:  Yes, Harlin.


		MR. MC EWEN:  Can we put on the agenda just a brief discussion of the TIA report on the interference issue, just because you asked the Steering Committee to have that done and I don't see where you have it on the agenda to talk about the current situation.


		MR. NASH:  Okay.  


		MR. MC EWEN:  Under new business or whatever.


		MR. NASH:  Yeah, we can add that under other business.


		Any other?  Okay.  We will adjourn then until, I'm hearing people say they want until 1:00 o'clock, that's fine by me.  Is that okay by you, Michael?


		MR. WILHELM:  That's fine, yes.


		MR. NASH:  All right.  We will reconvene at 1:00 o'clock.  I believe in the back there were some maps showing alternatives for places to go for lunch.


		(Whereupon, at 11:44 a.m., the meeting was adjourned, to reconvene at 1:00 p.m. this same day, Thursday, May 10, 2001.)


		MR. WILHELM:  Ladies and gentlemen, welcome back after what I'm sure was a delicious lunch at the Federal Courthouse cafeteria.


		We have a sign language interpreter here with us today.  Should anybody need sign language assistance, would you please raise your hand?  If any of you in the audience see someone who could benefit from sign language interpretation during the meeting, would you please let me or the sign language interpreter know?  Thank you.


		Glen?


		MR. NASH:  Okay, thank you.  I'm just trying to finish up something here.  To kind of put in words, the recommendation that we discussed just prior to lunch, okay, recommendation.  The technology subcommittee recommends the FCC revisit the selection of an encryption standard for operations on the interoperability channels.  Triple-DES has now been approved as an ANCI standard and offers a more robust protection against compromise, yet maintains interoperability with legacy systems and other bands that may be operating in single-DES.


		For these reasons, the technology subcommittee recommends adopting triple-DES as described ANCI standard, and I need to fill in a number there, as the encryption standard for operations on the 700 megahertz interoperability channels with the understanding that encryption is not required for all operations on the interoperability channels.  But if encryption is used, then it shall be in accordance with the triple-DES standard.


		Does that sound acceptable to everyone?  Lots of head nods out there, so I hereby declare consensus and anybody that opposes to my declaration better rush to the microphone.


		Seeing no mad stampede, we have consensus.


		John Chapin, I think I have that right, okay, who is the Chief Technology Officer for Vanu, Inc. has asked for this period of time to discuss issues relative to software-defined radios.  And I will turn the floor over to John to make his presentation and we'll have a short discussion.


		MR. CHAPIN:  Thank you, Glen.  Can I get a volunteer to fly the presentation?  Just hit the button when I say next slide?  Yes.  Thanks.  Maybe just touch the mouse pad there to wake it up.


		Okay.  Thank you, Glen, for the invitation to speak and thank you all for your attention.  This presentation goes about 20 minutes and I've chosen that length of time based on the parameters that Glen gave me to make sure there's some time for discussion afterwards.  Also, please feel free to ask a question during a presentation if you'd like to do so.


		I'll go back to the previous slide.  


		So, I am the CTO of a small company in Cambridge, Massachusetts, Vanu, Inc.  Yeah, there we go, thank you.


		We have been working on software radio since the founding of the company in 1998.  We are a spin-off from MIT.  Over the last couple of years, some of our work has been funded by the NIJ under the -- program.  In the last year or so, I've been involved in the FCC's effort to develop new certification rules for software radios in commenting and giving ex parte presentations on that.


		A couple of weeks ago I was in a conference call with Tom Codi of the NIJ, Tom Tolman, Harlin McEwen, and a few other folks, and they suggested that it would be appropriate time to bring these issues to the attention of the NCC.


		So I have three things that I'm going to talk about today.  Going go give an overview of the software radio technology for folks who may not be too familiar with that yet, although I know there are some people here who are very familiar with it.


		I'll talk about some of the potential impact it might have on public safety uses.


		And finally, address where the FCC is in the process of making regulations.  Next slide, please.


		From 10,000 feet, what is a software radio?  Well, the radios we used to make, you could call hardware radios.  A radio in which the communications function is being performed is encoded in the hardware of the device.  If you want to perform different functions, you need different devices.


		So you might find yourself carrying around an analog cell phone and a digital cell phone.  You might find yourself carrying around a Project 25 radio and a wireless LAN card.  


		In software radio, we take all the things that make these devices different from each other and we move them up into software.  So you're left with a universal communications device, highly flexible, depending on what software you load on it, it performs different function.  Maybe the same device could switch from being an amp cell phone to a VHF/FM two-way radio, to a Project 25 radio, to an NCFC TV.  And if any of you chose to come by Cambridge, I'd be delighted to show you a device in our lab that does just set of flexibility and other things as well.  Please, next slide.


		Let's look inside the box a little bit.  In any radio, of course, you're going to have two things at the extreme.  You're going to have an antenna and you're going to have some kind of user IO devices.  If it's a voice radio, that'll be microphone speaker.


		In between those there's two broad classes of functionality.  There's what you might call the transmit and receive chains and the signal processing.


		The transmit and receive chains, move that signal back and forth between whatever the carrier frequency is and baseband or similar IF.  The signal processing subsystem is going to take that IF signal and extract or generate it with respect to the user data that's being communicated.


		There is a spectrum here, a really old style legacy hardware radio would have had a completely fixed transmit and receive chains, you know, a filter that does just 20 kilohertz.  You know, a mixer that does just one or a couple of carrier frequencies.  And we'd have completely fixed signal processing.  Maybe even built-in analog hardware.


		As we start getting to more recent radios that we've seen over the last five years or so and then continuing in that direction in the future, both of these subsystems become much more flexible.


		So the transmit and receive chains, you start seeing components with highly-tunable center frequencies on the mixers, highly-tunable band lifts on the filters, and so on.  All of that controlled by the software running in the box.


		Similarly we go to much flexible signal processing subsystems, field programmable -- ESP's, even general purpose microprocessors.  All of the out rhythms that implement the signal processing running as software on top of that flexible hardware.  Software that can be changed either as the user keys a dial through various operational modes, or as you download new software to the device up to allow new kinds of operation.


		So the key point here is there's a great range of things that might be considered software radios.  Many things that are out on the market today, many things that are much more flexible that can be built over the coming years.


		Next slide, please.


		Where does this come from?  It started in the military with what you might call low agility systems.  Systems which support a couple of modes.  By the early '90's, people were building high agility systems, systems with 10 or 20 or more operational modes.


		In the late '90's, we started seeing highly flexible systems showing up in the commercial cellular infrastructure, driven largely by the plethora of different standards that are out there and the desire to have a shared hardware infrastructure that can support multiple different kinds of standards.


		Two important things happened in 1998.  First of all, the military decided that they would standardize on software radios.  And in fact have since declared that they will not procure any more hardware radios.  All future procurements must be of software radios that are compliant with this standard that they're developing, joint tactical radio system.


		I'd be happy to tell you about that, I'm involved in that effort.  But I won't spend any more time on it in the main presentation.


		The other main thing is that the FCC got involved in 1998.  They established the Technical Advisory Committee to start looking at this and have since gone into a rule making process.


		Out in the commercial world, we started seeing large numbers of dual-mode and tri-mode handsets that are again driven by the variety of cellular standards that are out there.  Next slide, please.


		Now, the different communities have gone after software radios for different reasons.  For the military, the driving force was something that is the driving force for you as well, interoperability.  Subsequently, they've decided to go into this standardization effort in an effort to increase competition among manufacturers and hopefully drive down their unit costs over time.  The ability to reuse wave-form software across multiple platforms from different vendors is very important to them.


		In the commercial world, people have been adopting this for three primary reasons, the infrastructure providers are very excited about the ability to software upgrade their systems in the field to track changes in the commercial standards or changes in what people want to do with those standards.


		For the user devices, the idea is just to reduce the number of things you have to carry around, that's why you would have a dual-mode or a tri-mode phone.


		And for all the manufacturers, the importance is to mitigate risk.  If you've got a software radio, then you're not having to lock in every last detail of the communication standard before early in the hardware design process.  And that's a good thing for them.


		FCC's primary interest is part of their long-term goal in improving the efficiency of spectrum utilization in this country.  Two primary things that software radios as agile devices enable.  They're agile in the sense that they can switch between multiple modes.


		One thing that enables is the ability for a licensee to lease their spectrum to some third party who might have a more productive use for it for a relatively short period of time.  If they're going to do leases for very long periods of time, hardware devices are okay.  Relatively short periods of time, you need software radio.  And there is a proceeding going on right now on secondary markets for spectrum.


		Also, trying to get the country over a period, perhaps of decades, to a situation where it's user to re-farm the spectrum.  To reallocate it from one use to another.  If you have hardware devices, that's very hard, as you well know, with the effort to clear out the 700 megahertz spectrum.  Next slide, please.


		All right.  Let's go on and talk about public safety.  I am an outsider to the public safety community.  I'm sure you all will see many more possible effects.  I want to talk about two major benefits that I see.


		One is with regards to the availability of multi-mode radios.  And secondly, competition among manufacturers.


		Okay.  So one place that multi-mode operation is very important is in the low agility sense.  You've got a municipal officer who gets called to a mutual aide situation.  She's got a day-to-day radio that's a VHF two-way radio.  You want to give her a radio which has a key on it, key it into interoperability mode.  Now you're in 700 megahertz -- 25 standard on the calling channel.  


		Something along that order.  Radios with multiple modes of operation like that.


		Now, one of the ways that software radio is important for this is for exactly the same reason that is showing up in all those commercial dual-mode handsets.  Which is that you can get sharing of hardware in the radio among the processing components for those multiple modes, if you're using software radio.


		Our calculations right now show that if you've got two modes or one mode, it's cheaper with a hardware radio.  By the time you get to three modes or more, you find the parts cost is going to be cheaper with some significant software component in the radio.


		The other place that software radio is important for this is particular, I think, to public safety, as opposed to the commercial use.  You know, if you really want to have dual-mode radios out there and you want to see that a high fraction of new radio purchases across the country are radios with 700 megahertz capability, then you're going to want to make sure that there's an incremental transmission.  That local jurisdictions don't have to go out and replace all of their radios in one big bang to get some radio that is going to have this new capability.


		Of course, the problem is you've got many different legacy standards.  That means you're going to need many, many, many different phones.  Many, many different radios.  Many radios that combine that 700 megahertz interoperability component with whatever the legacy local standard is in that jurisdiction or for that agency.


		It's quite costly to generate many, many different instances of hardware.  So I would expect you to see much greater early availability of dual-mode and tri-mode radios, if software radio is out there for folks to take advantage of.


		Now, of course, there are plenty of software radios in use today in radios with varying degrees of flexibility and the importance is to get to the level of flexibility that you can actually write software that customizes that radio for whatever the local legacy standard is and do that easily for a whole variety of different jurisdictions and agencies.


		Is there a question in the back?


		MR. WILHELM:  Excuse me, would you come to the podium or the microphone, please?


		MR. CHAPIN:  I'll stand over on this side, how's that?


		MR. SHAHNAMI:  Technology expert at FCC1.  This is Alireza Shahnami, ACD Telecom.  Just a quick question.  When you say multi-modes, are you referring to bands or different technology within the radio?


		MR. CHAPIN:  Okay.  Fine.  I didn't make that clear, sorry.  You could just leave that off.


		Yeah, I've actually got a portable mic on, so I can stand wherever I need to.


		When I say multi-mode, I mean both a change in bands and a change in the modulation, the wave form used in that band.


		So you might have an analog VHF/FM standard and a digital Project 25 standard in a 700 megahertz band.  And that kind of change is entirely feasible with a software radio with common-shared hardware inside it.


		So the next slide, thank you.


		So here's another place that software radio might make a big difference.  That's in high agility operation.  So a use case, a highway patrol officer, who in the course of a day's work is going to go through dozens of different jurisdictions.  In this case, taken off ramp, say what locality you're in, or maybe just hit a button that tells the GPS system to figure out what locality you're in, and the radio reconfigures to interoperate with whoever that jurisdiction is.


		So that's not a pipedream.  That is quite feasible with software radios.  That's in use in the military space today.  There's a nice, compact radio that Harris makes with 25 different wave forms in it.


		I should say there's an awful lot of software that goes into that, that's three million lines of code in that radio.


		But it's still entirely feasible and there are issues with antennas, if you've got a lot of different bands you want to operate in.


		But you could imagine this kind of a device in use in a regular car, or I understand you folks have been talking about the patch a bit.  A system that can be brought to some kind of mutual aide situation and set up to interoperate and pull data off one standard and retransmit on another, across a whole variety of different standards.  Next slide, please.


		Another place that software radio is going to make a big difference, we hope, is in competition.  If you're in a fragmented market, as you are well aware, if there is a very, very large supplier, they can reach all of the markets, including the small submarkets.


		If you've got some smaller competitors, they have to focus only on the largest markets.  And that means that you're going to lack competition in smaller markets.


		So the vision for software radio is that you build common hardware platforms in high volume and you can have several different hardware manufacturers who do that.  And then if there is some market that's too small for a given hardware manufacturer to go after, some independent software vendor will spring up of the appropriate size to write the software for that market, specialize the radio to meet whatever the particular needs are.  Which may be wave form needs, may be what the structure is of your command and control system in that particular jurisdiction, or whatever.


		And what you'll find, at least if the analogy to the PC marketplace holds, is several vendors competing for each of these markets, even the relatively smaller markets.


		And I think that's a very significant advantage for the users.  Next slide, please.


		So that brings us to the FCC docket.  The FCC is in process considering how software radios should be certified.  I should say, of course, there are a lot of software radios out there.  The question that they've been asking is what kinds of rule changes should be made to enable taking advantage of the special kinds of flexibility that software radios bring to the table.


		The notice of inquiry was over a year ago, March of 2000.  The notice of proposed rule making was in December.  The comment period has expired for that.  We are still just barely in the reply comment period.  If the NCC felt it were worthwhile to get involved in this proceeding, there is still a week to do so.  And say something.


		Because there weren't special rules for software radio in the past, they were simply treated as any other radio.  You draw a big, black box around the whole thing and you verify compliance with, irrespective of whatever the user might do at the controls.


		In particular, if you had any software that might affect the compliance, that had to be built into the device in a way that it was very hard to change.  What we would normally call firmware.  And in particular, you're not in the business of software upgrading devices that are out there in the field.  They have to be brought back to some kind of a programming station and really treated in a very careful way.


		So some of you who are very aware of the FCC proceeding might choose to abstract the primary goal of this rule making differently than I did.  But the way I read the notice of proposed rule making is that after hearing all of the comments in the NOI round, the Commission chose to focus this round of rule making on making rules that would enable upgrade of devices out there in the field.  And thereby unlock some of the flexibility.


		That you could have a bunch of basestations out there that are supporting one standard.  You could shoot out a bunch of new software to them and enable that service provider to support new kinds of clients without having to physically visit all of the devices to do it.


		Next slide, please.


		While there are four scenarios in which rule making is currently in process, in terms of what the Commission would like to allow, the first thing to do is to make it possible to upgrade the software without having to file a new equipment authorization.  And so the Commission has proposed a new kind of permissive change, a class 3 permissive change, in which software that affects the -- of the device changes, but the hardware does not change.  The idea is to streamline that process as much as possible.


		Secondly, there is this issue that the FCC ID that's on the label on the device should correspond to the certification of the device.  So what do you do about that when you change the device without physically visiting it?


		Well, what they're proposing to allow is devices with LCD or other electronic display screens that can change the ID when you upgrade the software.  A fairly minor, but I guess fairly important point.


		The other thing is, of course, a great deal of concern about potential risk for a large number of non-compliant devices showing up out there that pollute the spectrum.  So there are two areas in which the Commission felt it important to begin making rules.


		First of all is to emphasize the importance of defending these devices against unauthorized software modifications.  Against hackers breaking into them and using them to do bad things.


		They did not feel it was appropriate at this time to specify the mechanism.  So what they said was, we'll allow the manufacturer to choose whatever mechanism they think is appropriate and meets the goal of preventing unauthorized modifications.  And then the manufacturer would submit a description of that mechanism as part of the authorization application and the Commission would rule on whether it was strong enough.


		The other major concern is of course software bugs.  Everybody is aware of how hard it is to get software perfectly right and so what do you do about radios where more and more of the functionality is being controlled by software?


		And their decision was that when you test the radio for certification, you're going to have to include in that process all of the software that could potentially affect the RF emissions of the device.


		Anything that could affect its compliance has to be part of the initial certification application or of the class 3 permissive change.


		So this last point is the one that I think is going to affect the public safety community in a negative way if that rule goes through the way it's stated and that's full stop, nothing further happens.


		Now I'd like to discuss that one in greater detail.  Next slide, please.


		So what that rule is about is about this choice between joint certification and platform certification.  In a joint certification regimen, you submit the software and the hardware altogether as one integrated unit, you get one certification that covers that.


		The issue here is that you end with a high certification burden if you want to run lots of different pieces of software.  If you have N-different pieces of software and N-different platforms, you have N x N certifications that you have to submit.  And this is going to, I think, reduce the interests of manufacturers at going after smaller markets.  Smaller public safety markets where some of the software in the device needs to be specialized to the needs of that market.


		There is an alternative approach, platform certification, in which you somehow structure the rules and the technology such that it's possible for the FCC to certify the platform itself, some combination of hardware and low-level software.  And then you allow a variety of software configurations to run on that platform without having to file a new certification or a class 3 change for each one of those.


		Obviously that would dramatically reduce the certification burden and make it much easier for manufacturers and independent software vendors to go after smaller markets.


		Of course there are very significant concerns about platform certification.  And these are concerns which I agree with fully, as somebody who's worked in software for a long time.


		The problem is, you take a piece of software that's been tested on one platform, you move it to a different platform where anything is different, and you cannot predict precisely what that software's behavior is going to be.  And there is a concern that you could get harmful or interfering transmissions as the result of software just doing things that the software writer did not expect.


		Next slide, please.


		So I'm going to take one slide and two are on -- here.  This is the only slide that is specific to what Vanu, Inc. cares about as opposed to general education for you.  


		We believe that platform certification can be done safely.  The key idea is to put some low-level in the system that can't be changed by what the software does.  That limits the emissions of the device to the approved configurations.


		If you go to limit whatever settings you set on those flexible transmit chain devices, you may for certain kinds of concerns the Commission has, have to build in low-level devices that monitor what's being transmitted and cut the transmission off if it goes out of compliance.


		That is a technical argument that we are making.  The OET, the Office of Engineering and Technology at the Commission, has not yet accepted that argument.  I've given it to them in one presentation.  They sent me back with a list of concerns.  I'm currently working on a revision to that.


		So this is definitely something for the future.  We're not ready to take that step today.


		But we are suggesting is that the FCC go ahead with the proposal for joint certification, that is going to have some limitations, but that they issue a further notice of proposed rule making in conjunction with that report and order, saying there is substantial benefits to be had from going forward with a platform certification or approach in the future and we'd like to look at that.  


		Could you wake it up again?  All right.  Well, I'm going to keep talking, because we're under some time pressure here.


		I think the particular issue that you as a public safety community should care about, is that joint certification is going to sharply restrict the ability of independent software vendors to spring up and serve smaller markets.  You're going to be in a situation where only the manufacturer can apply for recertification.  Only the manufacturer can write that software.  And that's going to restrict competition and availability in a public safety space.


		So my conclusion is, I believe the NCC may wish to get involved in this proceeding because of the potential significant benefits the software radio could bring to public safety.  And the potential limitations that could arise if we simply stop with the rules that are being proposed right now.


		And again, reply comments are due next week Friday.


		All right.  I'd like to open this for discussion now.  Thank you.


		MR. NASH:  John, one of the problems the public safety has right now is that we're spread across ten frequency bands, the lowest being 30-50 megahertz and at the moment, the highest being 864-869 megahertz, which is a tremendous band width.


		What do you see as being the practical limits on band width for a software-defined radio?  Taking all factors into account, including the antenna, which we talked about as being a, that's the hard one to deal with, I think.


		MR. CHAPIN:  Yeah.  We had a discussion at lunch about this.  But I think this is a very important point to bring up.


		Antenna gain is, for any kind of a wide band antenna, you're going to get antenna gain that is much more lower than the more narrow band antennas that you're going to use in most of your current devices.


		So I think for very wide band systems, you'll find a couple of antennas.


		Now, for the 900 megahertz part of that, one of those antennas can be integral inside the device.  You wouldn't see it outside the device, even in a handheld device.  For the lower ranges, you're going to need longer antennas.  


		So antenna is one big issue and whatever your antenna configuration is on a device is going to limit the flexibility.


		Another issue, frankly, is cost.  That the wider the range the device needs to work over, the greater the flexibility you need to have in those transmit and receive chains.  And that is expensive.  If you're doing just one particular frequency or just a few that are near each other, you can get some specialized hardware that does that job and does it for a very cheap price in a very rugged, small package.


		As you start getting to wider and wider ranges that you want to cover, you start getting, having to get custom-designed things that are built out of more discrete components.


		I should say about that, that's the case today.  Software radio is growing in interest as a field and several manufacturers are looking seriously about building the single-chip wideband front end for solving that problem.  So I don't think cost is going to continue to be a major issue in the future.


		Another issue that's going to be a problem is the issue of proprietary wave forms.  Some of those bands that you care about, in being able to interoperate with legacy radios in that band means interoperating with somebody who holds patents on being able to talk to their radios.


		So there's a licensing issue that's going to again add to the cost for any third party who wishes to enter that particular band.


		What else to say?  If you have, I don't know if any of the public safety bands use wide band CDNA these days, or other very aggressive spread spectrum encodings.  The really aggressive encodings that say spread your signal across 30 or 50 megahertz or that use spread spectrum encoding over 5-10 megahertz tend to be computationally so difficult that a DSP or a general purpose processor is going to have real trouble handling them.  You tend to have to build dedicated hardware for that today.  At least to do that in a low power configuration.


		I don't have any other issues to tick off my mental list on that question right now.


		MR. NASH:  Harlin?


		MR. MC EWEN:  I just want to make a couple of general comments.


		I was involved in a telephone conference with John and some other people here about a week ago on this topic and the main issue that I had concern about was that there hasn't been a lot of discussion by the NCC committees or public safety that I'm aware of about some of the issues that he has, that John has raised here today. 


		The first thing I wanted to do was to suggest that we need to begin to talk about some of those issues and what the impact may be in the future.


		The second issue that I'm concerned about is the FCC proceedings that John made reference to.  And that is that there was some suggestion that some of us in public safety might weigh in before next week on this matter.


		And I just was not prepared to do that because this is something that's new to me and certainly I would want the experts that are public safety oriented engineers and so on to give us guidance on what the impact of some of the things that John has suggested might be considered here.


		So the first thing is that I'm just, I don't think it's very likely that we could, we would want to respond to anything in the next week.


		Secondly, as it relates to John's proposal that the FCC perhaps, what was it, have a further rule making?


		MR. CHAPIN:  Um-hm.


		MR. MC EWEN:  That's another decision that's very difficult for me to make without a lot of discussion and some input from many of you in this room.  At least on behalf of the IECP.


		So it's a complicated issue and in my view, to the point where I suggested that perhaps in the near future we might get NINJ, for instance, to sponsor a one-day forum.  Bringing in the, what I consider to be the traditional public safety manufacturing community and some of the non-traditional, like Vanu and others, that are starting to be of, have interest in us, that have come from more the military side where they don't have FCC controls the same, the rules are different.


		And have a full discussion about this so that we can make some intelligent decisions on the matters that are going to start to really become of great interest to us.


		MR. NASH:  Any other comments?  Michael?


		MR. WILHELM:  It's a little outside the role of the DFL, but I'm going to ask it anyway.  What about the interference susceptibility of these devices?  Normally you can achieve fairly decent selectivity when you're using fixed components.  But when you're in the initial stages you receive or when you're using software-driven components, the selectivity is somewhat less.


		And we're very concerned about that at the moment because of interference between commercial and public safety facilities.


		MR. CHAPIN:  Yes, I think that's a valid concern.  I'm unfortunately the wrong person to speak to that in detail.  I come from a software engineering background.  There are other engineers at our company who could speak to that at much greater detail and if such a discussion as Harlin is suggesting were to happen, we would certainly invite them to be part of that as well.


		MR. NASH:  Ernie?


		MR. HOFMEISTER:  Ernie Hofmeister, Com-Net Ericsson.  I'm sorry I missed part of your presentation.  But certainly we're interested in any comments in terms of the commercial readiness of the technology, the technology readiness.


		One of the things I've observed, and maybe you can comment on, is that as we move and move toward the software radio, I think it will appear first as a software radio and a basestation.  More flexibility there, as opposed to a mobil, which is in a car, and next a portable.  Just because of the cost.


		And as you move toward more and more flexibility in these band plans and so on and you put more digitization in, one of the drivers on the receive side is the high speed ATD converter.  


		You know, coming from the military perspective, I talked to some people and the comment to me was, well, that ATD converter in sort of these military radios is about a $200 part.  $200 for one part in a portable that's commercial, in our industry, is quite a large number.  


		So I don't know if you can provide any insight or background on sort of the commercial readiness of the technology.


		MR. CHAPIN:  Yes.  Again, this is an issue where others are better qualified to speak than me.


		What I will say is that we see the commercial, sort of high volume, low cost analog-to-digital converters, say from ADI.  They continue to gain about 1 bit per 18 months.  That's their own ��


		So we're up to sort of a top end commercial device now is going to be somewhere on the order of 12 to 14 bits of resolution at maybe 10 to 20 mega samples.


		So that's good enough to do an awful lot.  That's the top end system, that's more expensive.  And I think the issue is going to have to be, as time goes forward, different kinds of capabilities for these radios are going to come into range of what the analog-to-digital and digital-to-analog converters are capable of handling.


		I think the rules that are being made now at the FCC level are going to affect the shape of the industry for years to come.  5 to 10 years at least.  And within that time period, this is going to become eminently feasible for handheld radios.


		MR. NASH:  I think, you know, one of the other issues we kind of discussed a little bit over lunch and, you know, what was referred to as the command and control issue, you know, having a radio that is infinitely capable has certain advantages, but it also carries some big disadvantages from the operational standpoint.


		One of the, the ability of the user to make use of the radio in a proper and effective manner, but also from the standpoint of, it gives him capability to do things that from an operational, say command and control standpoint, you don't want him doing.


		You know, the bottom line is you have an officer on the street and he's supposed to be on channel 1 and he's off scanning around and playing around on channel 400, you have a problem because he's not doing what he's supposed to be doing.


		You know, and so that's one of the issues that we also have to deal with here.  Is say maintaining, you know, control of our personnel and the issue of, you know, training so that they know how to use it in the way that they're allowed to use it and that.


		Harlin?


		MR. MC EWEN:  Harlin McEwen again.  I didn't go into some of that, but you've put on the table one of my concerns.  And of course, what John described to some may sound like a wonderful way, a scenario for things to happen and that was the description of the highway patrolman who goes off on the off ramp and he wants to talk to the local police and all of a sudden it automatically happens.


		Well, what Glen has just said is the issue from a management perspective without some kind of reasonable ability to dictate where your personnel are allowed to or permitted to use this equipment, it really could be a nightmare for us.


		So I mean, I suspect there are ways to control that.  There are ways to build into this some management controls.


		But the question I have right now is, I think, John, your being here today is important because it starts the discussion.  You come into this, I mean, the first thing you said was, I'm not a public safety guy.


		And this is, but there are going to be more John Chapins and more companies that are going to be non-traditional companies who may offer us some very exciting opportunities that we haven't seen before.


		On the other hand, without the knowledge of the community that you're trying to jump into, it could be very dangerous for us.  So we would be very hesitant, at least I would be, and I think most of the people here, in weighing in on changes of the FCC rules, traditional rules, without understanding and having some further discussion like I was suggesting, that would give us some level of comfort that we would be protecting the future.


		I mean, it's like almost you're describing things that we haven't yet imagined quite to the extent that you're describing them.  And you've got to kind of think about well, what do we need in the traditional public safety arena that will allow us to take advantage of these new envisioned products.


		So I would suggest, Glen, that this committee consider, I talked to Tom Codi at NIJ and there was some interest in perhaps setting up a forum to have further discussion.  And if we could promote that, I think we would do a good service for both the users and the FCC.  I think they're going to need our guidance as well and they're not going to want to make any drastic changes without our input.


		MR. NASH:  Yeah, I agree.  We need some forum in order, you know, to begin some discussions and, you know, some serious consideration of the technology.


		I'm not sure that this committee or the NCC is the forum.  I don't think it is.  I'm not sure that really it's within the scope of the assignment of either the NCC or this committee.


		SPEAKER:  Well, we did comment on it.


		MR. NASH:  I realize we commented on it.  Again, we kind of, our comments were brief, so.


		I think, you know, this is a developing technology area that, you know, has some very intriguing possibilities for us.  As Harlin indicated, you know, it's something that I think, you know, we do need to look at and look out to the future and to how we would make use of it.


		But at the same time, you know, a lot of us come, you know, with a certain amount of nervousness about it.  And, you know, some of that comes from not understanding the technology.  Some of it comes from not having really considered how the technology would be used in our industry.  And some of it comes from past experiences with going from 4-channel crystal-controlled radios to 250-channel, you know, programmable radios with, you know, frequency synthesizers and those things.


		You know, and our experience is in what that has done to us, you know, from an operational standpoint.


		So, you know, this kind of is, you know, a step beyond what those experiences are and we kind of need to come to grips with some of that.


		Any other comments?


		John, we thank you.


		MR. CHAPIN:  Thank you very much.  I'll be happy to send a copy of the slides to anyone who is interested.  Perhaps there's some centralized way of collecting together the requests, or should they all just come straight to me?


		MR. NASH:  Yeah, we do have a web site.  You can just, you know, put them up, or our LST server.


		MR. CHAPIN:  Okay.  


		MR. NASH:  Which would distribute it to everyone.  Or we just could, it may be better just to put a notice on the LST server with an address where people could request copies of the slides.


		MR. CHAPIN:  I'll do that.  Thank you.  Thank you for your attention.


		MR. NASH:  Tom's over there ignoring you.


		All right.  Dave, did you have anything for this committee on the narrow band data standard clarification or action that this committee should take?


		MR. BUCHANAN:  I just finished the document, it's been printed out, but the copier is tied up for a little bit.  As soon as we can get copies to distribute, yes, we'll need to, we might as well open it as a discussion as the joint, both committees.


		MR. NASH:  Okay.  You know, so action then for both of us to take on this?


		MR. BUCHANAN:  Yeah.


		MR. NASH:  Okay.  


		MR. BUCHANAN:  Yeah, I think that would be best.


		MR. NASH:  All right.


		MR. BUCHANAN:  And this is Dave Buchanan, for the record.


		MR. NASH:  Okay.  So let's skip on past that item then one more time, down to other business.


		Harlin, you raised the question about the TIA report on 800 megahertz and interference.


		MR. MC EWEN:  Yeah.  I just wanted to make, for the record, a few brief comments about the interference issue, the 700 interference issue.  And that is that as you will recall, you, this committee recommended to the Steering Committee and the Steering Committee did take action to request the TIA to give us a report on the interference issue and to tell us whether or not the change in the FCC rules that were made last June were going to be of a considerable problem for, as had been previously pointed out by a Motorola proceeding.


		TIA did sent the Chairman of NCC that report and the report was made public and therefore we were advised we could use the report to make comments to the FCC.  


		NPSTC filed a petition for reconsideration in this matter using the TIA comments as the basis.  The comment period is already past and all of the filings were in support of that petition.  There haven't been any that we know of, any negative comments.  We really had very good participation from all aspects of the commercial vendors, the companies that are traditionally providing public safety equipment.


		And I think the issue now is to just make sure that it's on the record that perhaps we now on that basis, as this committee, recommend to the Steering Committee that we weigh in tomorrow, recommending the FCC reconsider that, just as the NPSTC petition did.


		So I would recommend that as an action item, because we haven't really done that.


		MR. NASH:  Okay.  So your recommendation is that the NCC support the reconsideration of the ��


		MR. MC EWEN:  The petition, yeah, based upon the TIA report.


		MR. NASH:  Okay.  Any comments on that recommendation?


		The Chair declares consensus on forwarding a recommendation for supporting the comments supported, or submitted relative to potential interference from the CMRS providers into the public safety portion of the band, as have been submitted in PSWN's petition.


		Seeing no dissent, we have consensus.


		Is there any other business to discuss before this committee?


		Not seeing any and I don't see John in the room, oh, there's John.  John, Dave is recommending that we jointly open a committee meeting here to discuss the narrow band data application.  So I would invite you to join us up here and we'll declare a joint meeting in session.


		Is that okay, Michael?


		MR. POWELL:  Glen?  The suggestion was that we take a short break; the documents aren't ready yet.  I don't know how we are time wise.


		MR. NASH:  Okay.  Ten minutes?


		MR. BUCHANAN:  Yeah, ten minutes.


		MR. NASH:  Okay.  Should we take a ten-minute break?  We'll reconvene at 2:05.


		(Whereupon, the Technology Subcommittee was adjourned at 1:55 p.m.)
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