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P-ROGCEEDI-NGS
(9:10 a.m)

CHAI R W LHELM | want to welcone you to
the 13th neeting of the NCC subcommttees. Wen we
adjourned our last neeting | don't think any of us
expected to be in New York Cty wunder these
ci rcunst ances.

But | heard, fromthe NCC nenbers, that it
is inportant that we be here, that we |learn first-hand
of the experiences of the public safety officials who
participated in the Wrld Trade Center and Pentagon
att acks.

| would like to express the thanks of the
Chair of the NCC to Mdtorola and I XP Corporation. It
is only through their contributions that we were able
to have this roomfor today and tonorrow, and the fine
refreshnments in back.

So pl ease, i f you see their
representatives, thank them for the seats and the
chow.

W are ready now to start a joint neeting
of the Interoperability and Technol ogy Subcomm tt ees,
and | would turn it over to den Nash.

MR. NASH Good norning. | have to adm't

I"'m kind of wnging it here. W've got the
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presentation by John Oblak here representing TIA on
the -- where things are going with the wde band
st andar d.

W've also got a request from Pinellas
County, Florida, to give us a presentation about the
G eenhouse project that they' ve been working on, which
is afield test of a wide band data system

So, John, you are going to go first? Ar,
we are stalling here for -- to deal wth technical
i ssues, do a technical presentation.

| trust everyone had a successful trip
here. At least you are here. Mnday, when | started
nmy trip, it was questionable whether or not we were
going to get here.

CHAI R W LHELM Wiile we are waiting |
would like to rem nd you that this proceeding is being
transcri bed. So if you have any comments, or
guesti ons, from the audience please wuse that
m crophone over on your right, and we wll have a
clear transcript for the Court Reporter.

And be sure to give your nane, as well,
when you cone up to the m crophone.

MR, NASH Are you ready, John? 1|'m going
to turn it over to John blak with E F. Johnson, who

is representing TIA today. They have been working on
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technical standards for the w de band portion of the
700 MHz spectrum

MR. OBLAK: Thank you very much. W, at
TIA are pleased that the NCC has requested that TIA
develop the standards for wde band data for this
frequency band.

W certainly have accepted the chall enge,
and want to give you a brief overview of where we are
in the standards process, and what our plans are for
conpleting this.

The Conmmttee that is working on this is
under the | eadership of Jeff Anderson from Mdtorol a.
Jeff did nost of the work in preparing these slides.
However, Jeff was not able to be here today, so | wll
fill in for himas Chairman of TR-8.

My apol ogi es, again, for not having set up

conpl etely.

(Pause.)

MR OBLAK: Qur agenda today, first of all
we will go through a very brief overview of the NCC

requirements, as we understand them go through the
TI A process and progress to date. W wll spend just
a brief nponent on sonme of the diagrans of the
technol ogy, go over our progress on physical |ayer

and our selection process there, understand a little

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 www.nealrgross.com




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

7

bit nore of what the standards suite will be conprised
of, and basically our schedules, and how we are
attenpting to neet the requirenments that are set upon
us.

The statenment of requirenents, these are
requirements that the NCC has given to us as of June
of 2,000. Qbviously we are going to be working in all
of the three band widths that are available in the 700
MHz band, from 50KHz, 100KHz, and 150KHz channel s.

The three configurations are radio to
fixed network, radio to radio, and radio through a
repeater to a radio. And the desired attributes that
we have are basic text nessaging interoperability,
mobile and hand held radio support; those are
mandatory, and the optionals that we are working on
are ground and airborne video transmssion, e-nmail
with file attachnments, and internet connectivity wth
encryption.

The work products that we see in TIA
first of all, and these represent, sonewhat, the areas
of work that we are working on. The w de band system
and standards definition. This will be a docunent
that is kind of an overview docunment of the entire
suite of standards.

The initial wversion of that, which we
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i ntend to publ i sh as a TSB, t hat S a
t el econmuni cati ons system bull etin, has been ball ot ed.
It has been approved by TIA and has been approved,
al so, for publication as of October 1st. So that is
in the publication stage right now.

Wde band physical |ayer specification.
And, again, this is the Jlowest Jlayer of the
specification, it is kind of a pivotal docunent, as
wel |, or pivotal set of docunents.

The five total technologies that were
initially proposed, of those we have decided to go
forward with two of them The two represent scal eabl e
adaptive nodulation, SAM and isotropic Othogonal
transform algorithm |IOIA, and that is a EADS
pr oposal .

The wde band standards suite and
schedule, again, the schedule, the plan for the
activity of the commttee, on August we voted to
accept that schedule. In other words, we were working
to a very definite schedule, and that plan was
devel oped in August and agreed to. And, certainly,
TR-8 is wrking very hard to nmaintain schedule
adher ence.

CHAIR WLHELM den, I'msorry, you need

to use the m crophone.
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MR. NASH  John, you are showing there two

technol ogies, SAM and I1OTA. | would presune they are
mut ual Iy excl usi ve?

MR OBLAK: That is correct. They are
mut ual Iy excl usi ve. That does not nean that we are
goi ng down two paths, but at the nonment we do not have
a firmconsensus to nake a choice. W are continuing
wi th bot h.

Utimately our aimis to converge to one
t echnol ogy.

MR, NASH: Ckay, because that becones ny
concern froman interoperability standards standpoint.

At sone point we need to get down to sonething that
one radio and one systemcan talk to another radio in
a different system

MR, OBLAK: Exactly.

MR, NASH: So we have to have a single
t echnol ogy, at | east for an interoperability
st andpoi nt . It doesn't nmean that in the general use
there couldn't be multiple technologies, but we do
need to have a single interoperability standard.

MR OBLAK That is exaCly correct. W
understand that. In the TIA process, sonetines, there
certainly is a need in our process to have a consensus

arrived at, and nmaintain a consensus process.
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The fact that we were not able to reach a
clear consensus at this time doesn't nean that the
standard w |l diverge. But at the nonent we are
noving forward with two technol ogi es.

In sonme respects it does cause a little

extra work in the process. However, | think as we
work toward a nmerging of our technologies, | think it
will be a consensus driving elenent, rather than a

di verting el enent.

The standards that are proposed, and there
are two slides here that list a large nunber of
docunents that we see that will be, that wll make up
the suite of standards.

And | will just briefly go over what they
are. The wi de band standard, w de band data system
and standards definition. Again, that is the overview
docunent, that is the one that we have currently
bal | oted as a tel ecommuni cati ons system bul | etin.

The wi de band air interface overview, that
is just the overriding docunent over the wi de band air
interface, and it is made up of sone of these itens,
the wide band air interface physical |ayer, again,
which we have two proposals that we are currently
wor ki ng with,

The wide band air interface nedia access
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control . And, again, this is one where we feel Iike
we want to bring back convergence, and again, from
this layer on, have single standard up for ballot.

Wde band air interface radio link
adaptation |layer, the wide band interface |ogical link
control, nobility managenent, and the next one, packet
data specifications.

And those five docunents nmake up the w de
band air interface standard. Again, where we see this
as a pivotal interoperability group of standards.

In addition we have the w de band data
suppl enental services specification, wde band data
t ext nmessagi ng speci fication, w de band dat a
transcei ver nethod of neasurenent, and transceiver
performance recommendation, and lastly, conformance
t est.

So we feel that this is the suite of
standards that will docunent and standardi ze the w de
band data system

We asked the question, what standards are
required for FCC and NCC reference? \Wlat | nean by
that is if you ook at project 25, for exanple, there
are sone 31 docunents that define project 25. And yet
from the standpoint of the NCC and the FCC rules, not

all 31 are referenced, or required to docunent the
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interoperability.

W feel the sane way, that not all of the
docunents wl| be required to specify conplete
interoperability. W see definitely, however, that
the wide band air interface specifications, and those
are those five subdocunents that we tal ked about, as
well as text nessaging specification, wll be the
pi votal docunments that wll define interoperability
fromthe standpoint of the FCC

G through just a few diagrans. And |
don't propose to spend a whole lot of tinme on them
other than to show you the approaches we are taking.
Agai n, based on a wireless internet approach. You see
the various | ayers there.

Gen, we will go to the next one, where we
actually focus in on the protocol layers. And, again,
| don't propose to spend a whole lot of tinme review ng
t hese, but they are avail able for your inspection.

The next three slides show the various
ref erence nodels. In this case radio to a fixed
network. And, again, we see the reference nodel and
t he protocol stack.

The radio to repeater. Again, the
reference nodel and the protocol stack. And so we see

the three nodes. And, again, how they -- what the
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reference nodels are in the protocol stack.

| would like to go over sone of the work
that we are currently working on. This is the |ayer
2, is what we at TIA are spending our nost tine with
ri ght now. W have several proposals for, as | had
mentioned. W had five initially. Mtorola wth the
SAM Nortel EADS-DSN with 1OTA;, Marconi/Sinoco wth
TETRA2; Conspace wth the wde band DCJM, and
interoperability wreless wth VNVSK/ 2.

The Conspace and Interoperability Wrel ess
proposals were w thdrawn because of their shift in
focus. They weren't able to focus on the work.
Currently we have two that are, actually of the three
that are considered for layer 3 proposals, and that is
the SAM the | OTA, and TETRAZ2.

St eppi ng back down in the protocol stack,
t he physical |ayer technol ogy. W nentioned that we
had ball oted and are balloting two technologies in the
physi cal |ayer technol ogy.

These are a conpilation of some of the
characteristics of the two. And we won't spend a
whole ot of time with them other than to say that
they are sonewhat different and distinct.

In general the SAM proposal has fewer

nunber of carriers than the IOTA. I1OTA is a narrower
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band per carrier. D fferent nodul ati on schenmes apply.
But the net effect is a fairly simlar bit rate in
each of the proposals.

So, agai n, they are tw different
technologies, two different nethods. The end result,
| would say, there is virtually no clear wnner. And
that is why there was a little bit of difficulty in
arriving at a consensus.

However, as we say, we are going to
continue on in the process, and work toward a
consensus standard. Again, nore of the data wth
respect to the technical characteristics.

Summary of our schedule, and this 1is
where, as | said, in August we had developed a
detail ed schedule on how we were going to acconplish
the standardization of wde band data wthin the
allotted tinme frane.

And we said we had a fairly rigorous tine
schedul e. And this is a summary of that tine
schedul e. In the second half of 2001, which is now,
we had three activities that we needed to get done.
That was wde band data system and standard
definition. As you see, that has been conpl eted, that
is into TIA for publication.

TIA bal | ot of physi cal | ayer
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speci fication. Again, that has been conpleted with
the balloting of actually two physical | ayer
docunent s. And technol ogy proposals for MAC, logic
| ayer, radio link adaptation |ayers. And those are

all underway as wel .

Deliverables in the first half of 2002.
W see a physical layer TIA standard. Agai n,
underway. W see wide band air interface overview, a
bulletin, again underway. And wde band ACCP
recomendations to the FCC. And, again, underway.

What needs to be started, balloting of the
ot her docunents that conprise the wde band air
interface specification; technical proposals for the
other layers, and technical proposals for text
messagi ng. So those are what we will be working on in
the first half of 2002.

Deliverables for the second half of 2002
i nclude wide band MAC/LLC, RLA layers as standards,
ballot of wde band nobility managenent PDS | ayer
standards, ballot of wde band data text nessaging
speci fication, and technol ogy proposals and review of
suppl enent al servi ces.

And deliverables in the first half of
2003, which we take that to nean the conclusion of the

project, and delivery of standards. Wde band data
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transcei ver nethods of neasurenent. I ncidental ly,
t hose have al ready begun, so we are a |little ahead of
our initial plan; a wde band data transceiver
performance recommendations, again, a little bit ahead
of that plan in those areas; w de band air interface
conf ormance, and data suppl enental services standards.

So we are working very hard to nmamintain
our schedul e and to keep on phase.

The | ast slide, or --

MR,  NASH: Again, den Nash, and another
guestion, perhaps nore directed to you, Mchael. This
woul d take us past the theoretical end of the NCC s
charter. So how do you perceive this schedul e?

CHAIR WLHELM  The schedule, | think, is
somewhat | onger than the FCC had consi dered. And as
John was talking | was thinking of why, or how this
schedul e m ght be accel erat ed.

As far as the duration of the NCCs
charter is concerned, if at the tine it expires we see
a need for extending it, that can be done, that has
al ready been done once. So the NCC could stay in
exi stence for that sole standard, the w de band data
st andar d.

| would hope that by the tinme all of the

rest of the work of the NCC woul d be conpl et ed.
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MR OBLAK: If | could address that also,

pl ease.

Again, we see that while the standards
process does take us into the year 2003, it is our
goal to have available, prior to that tinme, docunents
in some form that could be referenced, that could be
adopt ed by the NCC.

So, again, we are seeing the end of our
work in 2003, doesn't necessarily nmean that that wll
be, as | nentioned, in the project 25 case, not al
t he docunents are still conpleted on project 25, and
yet the pivotal docunents are.

And that is our goal here, is to have
t hose docunments that define interoperability, and that
define the technology conpleted, and able to be
referenced by the NCC by the tine frane, again,
February of 2003, that the charter expires.

VR, NASH: Now, John, that really segued
into the next part of ny question, or ny next
guesti on. I note you are listing a lot of the
docunents there as being TSBs.

Under the charter of the NCC we can
recommend that the FCC adopt ANSI standards, and a TSB
is not an ANSI approved standard. So | guess, part

one of the question is, at what point do we see those
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being able to nove those forward to be ANSI standards?

And | guess the second part for Mchael is
do we see any, you know, opening for us to be
recomendi ng adoption of a TSB and recognizing, at
| east through the project 25 process, is that there
were a nunber of conplaints raised about the use of
TSBs, as opposed to ANSI standards.

MR OBLAK | think, first of all, in
ternms of TIA process, we use TSBs as a neans of, let's
say, interimwork. Were we are able to publish them
with not necessarily full industry consensus, and yet
a mpjority of -- majority approval

The project 25 suite of standards, for
exanple, consists of perhaps half of the docunents
being TSBs. And, in fact, sone of the docunents that
have been referenced, as | believe the system standard
definition, are TSBs in the current form

W understand that the nmandate of the NCC
is to have the process of the standards being
devel oped under an ANSI accredited standards body, of
which TIA is, and under an ANSI process, which we are
under goi ng.

We do believe that nost of these docunents
will be in the formof ANSI standards, ultimately. W

realize that there are sone of the docunents that we
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propose to never be ANSI standards, there are sone

that can |ive as TSBs.

MR. LELAND: |'m Wayne Leland, | chair the
private radio section within TIA I just want to
clarify a cooment nmade by den. | think this canme up

bef or e.

| don't think that the requirenment by the
FCC is that it be an ANSI standard, but it be an ANSI
standard or developed by an  ANS| accredited
or gani zati on. So even if it is not, as of the
termnation of the NCC process, yet to an ANSI
standard docunent, it can still be approved. That is
nmy under st andi ng of the wording.

MR. OBLAK: Perhaps, maybe, the next slide
will tell you where we intend to go.

Again, we at TIA TR-8 commttee are very
sensitive to the needs of the NCC W are
appreciative that you' ve conme to us as a standards
maki ng body. W feel that is a privilege, and al so an
obligation, and we take this very seriously.

W, by no neans, want to gloss over the
fact of where we are. W would like to say that there
are things that we are doing that will accelerate the
standards process in this arena.

Number one, that doesn't even show on this
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sheet, but | believe it to be true, is that | believe
that the success of a TIA commttee is in large part
due to the skill and abilities of the chairman of that
comm ttee.

We have, in TR-8.5 a young chai rman, a new
chai r man, but has denonstrated extrenely good
| eadership skills and maturity, and that 1is Jeff
Ander son of Mot orol a.

| have been very pleased wth his work
and in fact very confident of the outconme, know ng his
dedication to this. So that doesn't appear on these
slides, primarily because Jeff wote these slides.

But | believe, nunber one, | have great
faith in our chairman. But in addition the things
that we are doing to accelerate the standards, we are
nmeeting virtually bi-weekly in tel ephone conference.
Jeff says at least two or nore neetings, but in effect
we are neeting bi-weekly.

W' ve devel oped sone early starts in wde
band performance and nethods of neasurenent. These
are docunents that weren't scheduled to go into
production, or into work, wuntil later next year.
W' ve accelerated the pace there, and have started
work early on those parts of the standards.

Text nessagi ng prioritized over
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suppl enent al servi ces. Agai n, |looking at where the
needs are for docunents just to standardize the
t echnol ogy.

And certainly not the least of these is
the reuse of existing standards, wherever possible,
including the internet standards, the |TF standards,
| TU recomendations, and what we can glean from
proj ect 25 standards.

So we are draming on past work, past
history. W are drawing on existing standards. And I
believe that in the TIA process the standard is
certainly noving forward at a faster pace than we are
normal |y used to seeing.

And | think that is, again, because we see
the urgency of the standard; we see the need to get
this out in as quick a manner as we can, and yet it
has to follow the TI A consensus process.

So with those constraints | believe that
we are putting forth every effort to neet the
requi rements that you have for us. And | would be
glad to take questions.

CHAIR WLHELM  John, | have one. On the
narrow band side we found that the technology was
avail able to have, for exanple, a TETRA radio that

al so could incorporate project 25 technology on the
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i nteroperability channels.

Do you foresee this being possible with
w de band data? In other words, could a TETRA-2 box
be adapted to transmt according to whatever standard
you establish on the w de band data channel s?

MR OBLAK | believe that the standards
that we are -- | think the short answer is yes. I
believe that the standards that we are working on are
somewhat a technology that is an interoperability
technology. 1In other words, a conmon technol ogy.

To the extent that, you know, other people
would like to use other technologies in the non-
interoperability bands, | believe that could be
avai l abl e, as long as they can, again, incorporate the
interoperability node within their products.

| don't think it precludes the use of dual
node radi os.

CHAI R W LHELM Do you have any feel for
the feasibility of doing that froma cost standpoint?

MR OBLAK: At the nonent no, | don't.
I"'mnot as famliar with the, let's say the conpeting
t echnol ogi es to know.

MR. NASH. To carry on, John, with that.
Just considering the two technologies that you are

| ooking at, at the nonent, could those two
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technol ogies be reasonably inplenented in a single
radio as two different nodes which would, you know,
assune -- one of them is the interoperability node,
and the other is the general use node that sonebody is
intending to inplenent?

MR,  OBLAK: | believe so. Now, again
"1l couch that in the fact that | don't know,
exactly, the inplenentations on either side, on either
party, on how they are inplenenting.

However, | believe that nost of this could
be acconplished in a common hardware platform And,
again, that is not based on any technical fact, other
than just an opinion at the nonent.

MR NASH Are there any other questions?

(No response.)

MR NASH  Well, John, thank you

MR. OBLAK: Thank you, very nuch.

CHAIR WLHELM  John, could we get a copy
of the slides?

MR. NASH: The only other thing that | had
was the presentation from Pinellas County on the
G eenhouse, and they have asked for five or ten
mnutes to set up a video for us. So is it okay for
us to take a five or ten m nute break?

CHAIR W LHELM Ri ght. e had
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contenpl ated that presentation being nmade tonorrow.
And it is on the agenda. However, you could make it
twice if you cover the nore technical aspects in this
presentation, and nake a nore general presentation,
nore conprehensible to the | ayman tonorrow

MR GOODALL: Tim Goodall, Mbdtorola. I
think the other thought to using the tine of the
subcommttee today would be to allow further
di scussi on, and maybe possibly tonorrow, about
interoperability and sonme of the wuse situations
experienced in Pinellas County, and sone of the
f eedback they have received from other organizations.

MR,  NASH So in the few mnutes here,
while Timgets things set up, if people want to refill
your coffee cup, go ahead and do that.

(Wher eupon, the above-entitled matter went

off the record at 9:44 a.m and went back

on the record at 9:53 a.m)

MR NASH: Al right. David Byrum with
Pinellas County's sheriff is here to nmake a
presentation to us. They nade a presentation a couple
of nmeetings ago, | believe, on the G eenhouse project
that they've been working on, with Mdtorola, in doing
sonme field testing of a wde band data system And he

is here today to update us on how that experinental

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 www.nealrgross.com




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

25

programis goi ng.

So, David, we will turnit over to you.

MR. BYRUM  Thank you. Good norning. W
are going to do a very short presentation today, just
to give you an idea of where we are in this project.

The Mdtorola Geenhouse project is the
experinental technol ogy proposed for 700 MHz. \Wat we
have is the first wde area, wde band systemin the
wor | d. It is experinental, it is operating at 460
KBPS of integrated voice data, and the audio full
dupl ex.

It is based on an |P protocol standards
end to end, it provides internet and intranet access,
it uses voice over |P based on the |IME vocoder.
Video applications using the stream ng video, again,
over |P.

And quality of service to adapt the
various applications to different technol ogies wthin
the protocol to optimze the throughput.

MR. NASH: A question here. |Is this using
the SAM technology and the other proposals that
Mot orol a has made to TIA for the standards?

MR BYRUM  Yes.

MR NASH So this is one of the proposals

in afield environnent, then?
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MR BYRUM That is correct, this is the

same protocol, SAM

MR. NASH  (Ckay.

MR BYRUM What we have presently in
Pinellas County represents a subset of a potential
system \What we are testing is basically operational,
and sone technical paraneters. It is by no neans a
conmpl ete system

What it is, is that it is not an al pha or
beta test, it is nore of a research project being done
jointly. However, it is being used by sworn officers
in our agency, in the field.

Briefly, our agency has been a user of
nobi | e data for al nost 25 years, actually greater than
25 years. W are on our third system right now, and
| ooking to nove on to the new technologies, and this
is the one that | ooks the nost promsing to us.

Presently our fleet of patrol vehicles
nunbers about 550 wunits. In looking toward a new
system sone of our goals, and sone of our desires
were to have access via internet and intranet to our
DL photos, which are digitized in the state of
Fl ori da.

Access to a large nunber of crine scene

phot ographs, which are on line. Do crine reports, do
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real time crinme analysis, using the conputer-aided
di spatch, nove as many features out into the field for
the officer's benefit.

W also would like to do nore GS at the
county level, pulling in maps and properly overl ays,
and things like that. Fire hydrants for the fire
users, things of that nature. Building plans from our
bui | di ng departnent, very hel pful.

To kind of sumit up, what we would |ike
is to have everything that we could do at our desktops
in our offices available out into the field, at speeds
that make it usable to the user.

W have our connection to our state and
federal data bases for doing personnel enquiries,
driver's license, VINs, and things |ike that. W
would like to use AVL in mapping within our agency,
sonmething we are not using presently, it quite often
adds quite a burden to traditional and conventi onal
syst ens.

Video has its place, we have sone
situations where video to and fromthe field would not
only increase officer's safety, but efficiency. And
we would like it in both full duplex, nobile-to-
nobi |l e, between two vehicles, and we would |like to do

nmobi | e-t o-di spat cher consol e.
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And t he voi ce conponent is always going to
be there for public safety, where nothing else, there
needs to be voi ce communi cati ons.

W are going to take a nonent to queue up
a very short videotape. This tape was produced to
introduce the wi de band technology to sone federal
interests, so it is kind of slanted that way. But it
does show sonme of the operation of the equipnent in
Pinellas County. And tonmorrow we wll have this
projected in the big screen.

(Whereupon, a videotape presentation was
pl ayed.)

MR, BYRUM Again, | just nention that
that tape was prepared nostly for a federal audience,
so it has a lot of slant that way to it. But it
represents sone of the video that we've captured in
Pinellas County, showi ng various ways of wusing the
equi pnent .

That tape will be available, will be shown
again tonorrow, and we are going to try to project it
on the large screen, if anybody would Iike to see that
agai n.

MR,  NASH: Dave, what kind of band w dth
are you using for that?

MR BYRUM 150KHz wi de channel in the
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channel pairs 64, 69.

Here is a quick overview of the types of
vehicles that have been equi pped. | have three
sheriff's <cruisers wth the Geenhouse equipnent
i nstall ed. The center is the typical pat r ol
installation using a dash-nmounted touch screen col or,
and the keyboard docked between the two users.

Lower left corner we have what is called a
mobile unit. W took the equi pmrent and nounted it to
a roll-around cart. That is able to go into the
of fi ces and be noved around wherever needed.

W have a fire engine in the district
chief's vehicle, but | didn't have a photograph to
show you today. Maybe tonorrow we wll have one
brought in here. The anbulance in the center was a
very tough install, there is not a lot of room in
t here.

But one of the things that we did at the
anbul ance | evel was we put the video canera on the end
of a very long cable, which would allow them to take
the canera out of the vehicle, take it into an
accident scene, or around the back of the vehicle,
sonetines where they are working, in order to send
video to doctors, or any other conponent that has an

interest in that.
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The top right corner is the surveillance
van typically equipped with all the video and audio
recording conponents, and we added the G eenhouse
equi pnment to it, located on the floor, and to the left
of the chair, is the G eenhouse display and keyboard,
and it appeared in the videos, previously.

Lower right corner represent a two nonitor
display, it is the dispatch position. The screen on
the right is what is called a multinedia interface, it
has the audio and video conponents. And on the left
is the data conponent for CAD access, and AVL screens,
which is also part of the G eenhouse AVL and nappi ng,
not only to dispatchers, but also sent out to all the
vehicles, have location information on all the other
menbers of their fleets.

A quick overview of what the nultinedia

conmponents are. There is two way video, such as a
video conference, video push, neaning | can send a
vi deo conponent to a vehicle, | can pull video from a

car. On request | can ask for that canera to send ne
what is within its view.

| can do one way video with a conversation
going on in the background, and of course two way
audi o for just voice comuni cations.

On the top box it shows one user on the
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system and on the right are the five boxes which
allow you to select which of the nmultinedia functions
you wish to enable with that user. And it is
configurable by wuser. Not everybody necessarily
needs, or has access to all the features, if deened
appropriate. It is configurable.

The | ower |left shows the typical query for
a DL or VIN type CAD request. And in the upper right
corner, presently, is a video wi ndow that is open.
That w ndow is sizable and novabl e. It can rotate
from corner to corner and be increased or reduced in
size, or elimnated conpletely if the information
behind it is nore inportant at the time you can turn
t he video wi ndow of f.

The system first went operational Decenber

20th of 2000. It really does extend the desktop
functionality of our agency into the field. It is
using an experinmental license in the 700 Mz band,
150KHz w de channel. It is wusing the scaleable

adaptive nodul ati on protocol, or SAM
That is what it is. Wiat it is not is it

is not a product, and it is not sonething you can buy

yet. It is nore of a research project being done
jointly. It is not alpha or beta testing any product
or device. It is, again, just gathering information
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at this point.

However, it is a valid piece of hardware,
and it is being used by our officers in their jobs
presently.

Qui ckly, the scal eabl e adaptive nodul ati on
trades off range for throughput. As you get in closer
to your tower sites the nodul ation density is higher,
mai ntai ning faster throughputs. As you nove further
away, as signal levels and noise levels, signal |evels
decrease, or noise levels increase, the nodulation
density changes, but it maintains a quality of service
appropriate to deliver the information.

Here is a quick overview of sonme of the
nunbers in the different channel w dths of 50, 100
and 150KHz. And using the three different densities
of 4, 16, and 64 QAM it shows a naximum theoretica
speed of 691.2 kilobits.

What is installed in Pinellas County right
now is this tier right here, 16 QAM at 150KHz, and
that is where we are doing our testing at this tine.

Wy a Geenhouse? Well, it gives us a
chance to put our operational needs, the opportunity
for a new spectrum and sone technology requirenents
to areal test. W would like to test this technol ogy

agai nst real world standards.
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W al so would like our officers to help us
identify how this equipnent will be used, so that it
can be better designed in the future to neet those
needs. In other words, to build the right solutions
to our problens.

Al so by using standards we are hoping for
qui cker depl oynent, |everaging on what we have already
in place within our agency, and our wired LANs and
infrastructure

It is a joint partnership with Pinellas
County and Motorola. W are both getting benefits out
of it. It also gives us the opportunity to look into
the future as to what the public safety comuni cati ons
and data may be in the very near future.

It allows us to experinent. W' ve done
some things using various multiple CAD systens in the
vehi cl e. This does support those kinds of heavy
appl i cati ons. The video, the audio, the l|large JPEG
files and things nove quite quickly over the system

It allows us to try different scenarios.
W' ve done a |l ot of tabletop exercises in the last few
weeks, and this has been nentioned as having extrene
potential for coordinating events fromthe field back
i nto command.

W have a nunber of people who have cone
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to look at it. Wiat we ask is that when people cone
and | ook at this equipnment they give us their opinions
and input. W would like to get new and chal |l engi ng
i deas, and put it against the technology to see how it
stands up.

Here is a sanple of sone of the people
that have either come or expressed an interest in
com ng. A nunber of state and local public safety
agenci es showed extrene interest. It shows that there
is aneed for this in the U S

W have federal agencies that are
interested in this technol ogy because they are capable
of operating with us in this band. A nunber of
consultants have appeared. W have sone commerci al
interests that have |ooked over our shoulder to see
what we are doing.

One person that doesn't appear here is Dr.
Hof mei ster from M A- COM He cane down just recently
to take a | ook at the system and provided us sone very
interesting and val uable comments on how it mght be
used.

A quick overview, traffic stop using
internet/intranet video conferencing, not only to
di scuss what an officer has found, but to actually

share it wth subject matter experts back in the
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of fice.

Community policing, the ability to answer
the community's questions by directly accessing our
informational data bases, doing on-demand reports,
doing neighborhood <crinme reports at any tine,
anywher e.

Crime scene, the ability not only to input
i nformation and phot ographs, but then to draw on those
phot ographs back out into the field, do actua
conpari sons, and conpare archive photos with real-tine
Vi deo.

The drug sting all ows an observati on point
to capture the video, share it with comand, wth
field units, and when the tinme cones to either nake
the arrest, or to seek search warrants. It can be
done as quickly and as fast as possible by having al
this informati on avail able at one tine.

Quick summary, this is an opportunity to
evaluate the needs of the users in live situations,
and also apply the unique interoperability scenarios
that we are thinking about, and talking about today,
to this technol ogy.

We have a videotape in the works right now
that shows a joint operation between police, fire, and

ENB. It also suggests a federal conponent, and we
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shoul d have that available for future presentations in
m d- Decenber .

And, again, we invite all of you to cone
down and see the system bring your questions. The
next tour is very soon, Decenber 6th, but we can

schedule nore, if you have an interest, nyself or M.

Tim Goodall, who is working with ne today, can be
contacted and we wll get you lined up to conme on
down.

And that is all | have to show you. Are

t here any questions?

MR MAY: H, |I'mPaul May from M A- COM
Just one question. Have you collected any statistics
on the use of the systemthat would indicate about how
many users per 150KHz channel would be a decent
| oadi ng?

MR. BYRUM Wat we found is that the use
of video does put a denmand on the channel. And the
guestion is, you know, how many simultaneous video
data, and voi ce conversati ons.

| think we have seen up to six, presently.

W haven't really pushed it past that point.
However, we don't see every officer needing ful
vi deo, you know, on a regular basis.

So like normal public safety |oading
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factors, that is part of what we are trying to
determne at this research level, is how nmany
channels, really, does it take to support X nunber of
users if they have everything lit up, or if they are
just doing their normal job.

MR MNAY: Yes, that was kind of the
guestion | was asking. For the 550 data users that
you have now, do you have an expectation that you wll
need six channels, or ten channels, or three channel s?

MR BYRUM |'mas anxious as the next to
come up wWith that nunber, because I don't know what it
is, yet, either.

MR MAY: kay, thank you.

VR, GOODALL: Tim Goodal |, Mot orol a. To
build on the question that was previously asked, |
think it is very inportant to understand what would
peopl e use such technology for. It is crucial to
under st andi ng t he nodel .

| think video provides a lot of glitz and
hype, but what does it really nean operationally, and
what quality of video? Because oftentinmes video is
very band width intensive, whereas a l|lot of your
intranet based applications are extending a |lot of
wire line functionality is significantly |ess band

wi dt h i ntensive.
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However, efforts need to wunderstand so
that TGP PBS applications can work nost effectively
within a wirel ess environnent.

MR BYRUM W found, within our agency,
that sone of our web pages that we use in our office
were very graphic intensive. And when we tried to
pull those into the field we can see the load that it
presents, neaning we would have to go and redesign
t hose webpages to be nore effective and efficient when
deployed into a wreless environnent. And that 1is
part of |earning process.

MR. GOCDALL: And to build on what Dave is
sayi ng, sonetines it is just that graphically
i ntensi ve because you have significant anmounts of band
width that are there, but in fact sone of the things
that can be nost challenging is websites that have,
could be 50 or 60 little graphics. They are all very
smal | .

And, oftentines, the way TGP works, if
you have to wait for one to be sent and acknow edged,
then the other one, the effective user perception is
it could be slower.

And so it is inportant to understand
behind the scenes how to ultimately benefit the

operation to nmake it usable for those participants.
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MR,  POWELL: Question for you. John

Powel | .

What are you seeing, performance Ww se,
especially wth noving vehicles, have you done any
experinents there on how fast you can get going, and
what quality throughput you get?

Because certainly we are | ooking at beyond
where we are today, and noving to airborne platfornms,
and things like that.

MR BYRUM The video that | showed you
today didn't have a lot of video from noving vehicles,
but we do have sone of that shot. | think it cones
down to, also, where in the nodulation density you
woul d be.

| know in the 64 to the 16 QAM which is
the level we are working at, we've got good video up
to 60 mles an hour. And, again, we have multiple
wi ndows of that running.

Does that answer your question?

MR, PONELL: Uh hum

MR NASH David, this is @en Nash. This
experinental program have you assigned, you' ve put
these in cars. Is there a specific officer assigned
to the car, or is that randomdraw with each shift?

MR BYRUM Vll, | think it is true with
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any agency, you have those people that reach out and

try to enbrace the new technologies, and you have

those others that, you know, don't have a

this new stuff.

ninterest in

W found those officers that were very

interested and technol ogy savvy, and kind of focused

on them They are the ones who really
and beat it up.

W've put it in the hands

go out there

of sone non-

skilled people, had a longer training curve. But we

found that both have benefits. Qovi ously anyt hi ng

that is installed in our fleet would have

over a wide skill set.

to be usabl e

And, again, a PC platformin the vehicle

can be nodified or adopted to different I|evels of

conpl exi ty.
MR. NASH Do you find, when

to assign that car, is it the goat that

it cones tine

nobody wants,

or isit the one that they are fighting for?

MR BYRUM It is that small group of

officers that |ook forward to taking the

cars out that

seem to be doing nost of the legwork. And I have to

go drag others in, kicking and scream ng,

to play.

MR GOCDALL: If | may build on that

response as well? For the EMS side that
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type of situation where it is assigned, sone people
are nore users of it. But | would say in the fire
side it has actually gone wthin a certain fire
station, for both the district chief, and the engine.

And, therefore, it gets the users through
all three shifts, and a ot of use. And that station
was not picked because the skill of -- the technica
skill of the users. But that is what was sel ected.

So everyone is actually using it out in
the fire situation. In fact, one of the things that
we have found is, when people start seeing the
information that they can access, and the value that
it can provide, whether it be building plans, what
hydrants are where, and their state, and sone of the
uses of the video, that they actually becone quite
encour aged.

CHAIR WLHELM Let ne first say that that
was an inpressive presentation. What antenna hei ght
were you using, and what range do you get,
effectively, in mles?

MR. BYRUM The systemin Pinellas county
is a single transmt site omidirectional antenna
mount ed about 200 feet. And we are showi ng a range of
about six mles radius for that footprint.

MR PALMER Clark Palner, Washington
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State Patrol. Do you have plans on testing nore than
one site, nultiple sites?

MR BYRUM If given the opportunity we
woul d I ove to do that, yes.

MR PALMER |I'minterested in seeing how
your hand-off occurs between nultiple transm ssion
sites.

MR.  BYRUM Qoviously a system for our
county would require multiple sites. And when we
finish providing input on this particular collection
of equipnment we would certainly love to test it in a
| ar ger depl oynent.

MR, NASH A en Nash, again. It would
al so be interesting, you know, from the standpoint of
having interfering sites, you know, co-channel sites
that are at sonme unspecified distance, you know, that
woul d be acting as interfering signals, as how that
woul d i npact system perfornmance.

MR BYRUM You are right, it is a very
inportant part of the design of the systemto see how
it handles that.

MR GOODALL: Tim Goodall, Mbdtorola. I
t hi nk one of the things, the questions that are raised
are very good questions. And, in fact, just

i npl ementing this scal eable adaptive nodulation is a
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| ot of nuances that are learned for what it is going
to take to depl oy.

That is what we feel one of the benefits
is to then, also, once you have sonething there, |ive,
working with users is also -- and then these other
suggestions that are brought up can now be field
tested, as opposed to sonething in a | ab environnent.

MR NASH Tim | guess | wll ask you.
Does 700 MHz, is that |looking like a good band to be
doing this kind of thing in?

MR GOCDALL: Yes, it is. Now, | Kknow
there are a lot of issues with incunbent TV channels,
and other issues that the people present are nore
famliar wth than I.

But to have a <chance to adopt the
bandwi dth that is there, we know that this allocation
is present. And | think that one of the things that
Dave has articulated is, there is real operational
benefit, there is actually benefits, public safety
agenci es, you know, frompolice, fire, and ENMS

And that is what this is all about, is to
provi de the benefit. And so we are fortunate that in
the Tanpa area, that that spectrumis unencunbered, so
this systemis able to be depl oyed, and get sone good

meani ngf ul feedback to see what woul d peopl e do.
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Because everyone has a lot of ideas of
what coul d be done. But there is a w nnow ng period
that you find out, through trial and error, of what
really provides value to public safety officials.

MR, NASH: And | indicate, you know, six
mle radius that you are getting with the existing
system for nost of the public safety systens that |'m
famliar with, that is a pretty small footprint. That
starts to, you know, push towards what we said we
didn't want in the 700 Miz band, was cellular
t echnol ogy.

To go to a larger footprints then you are
saying we are going to have to go down to the |esser
nodul ati on?

MR, GOCDALL: Not necessarily. And one of
the things, there is a couple of aspects to this. One
is, this is actually a certain antenna height, and
actually a very lower power. And when | talk about a
six mle radius, we've actually had experiences where
peopl e have gone outside the coverage area.

| had an exanple of an anbul ance going to
a different hospital which was actually in a coverage
area 12 mles away. But we have not done all the
statistical analysis. So that is one thing, through

testing this, and also |ooking at the power |I|evels
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and have the bounds between talk-in and talk-out, to
go and address those concerns.

So | don't think that we are ready to say
that it is a six mle radius, period. | think that
becones a function of sonme of the power constraints,
and ot her technical issues that cone up.

MR, NASH:  Qoviously increasing the power
to base station could be done. But what about, you
know, in the nobile, or maybe nore inportantly, do we
see this ever getting into a portable environnent, to
where increased power is really not feasible?

MR. LELAND: Wayne Lel and. Renmenber the
first slide or two in here. This is not a product for
sale, it is not a product that is developed, it is not
even an alpha test, it is not a beta test, it is a
research kind of thing.

And all of these questions are very, very
valid, probably about a year too early. Because |
think Motorola is still learning a lot of very basic
answers, as well as Pinellas county, we are |earning
different applications, which is a very, very
important part of the design criteria.

Because if we nove beyond, you know,
establishing the protocols before we know all the

applications, we mght mss sonething. So all of
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these things are very valid, but | think we are
probably getting a little ahead of ourselves.

W don't have access to the spectrum we
don't have a standard done. But this is research
going on, and we are just trying to get answers. So
all of those things are very, very valid.

And knowi ng the industry, and TIA, and the
ot her manufacturers, and Mdtorola, when it is done, we
wi || have the right answers.

MR. NASH  Any ot her questions?

MR PALMER Clark Palner, Washington
State Patrol, again. From the county's perspective
are you docunenting your back end system integration
as far as data bases, attaching file photos to data
bases, records?

MR BYRUM Yes, we do that internally,
within the office, on our intra and internet already.

And these devices appear just as attached termnals
to our network. So all the applications and tracking
that we do on our networks, this shows up right
wit hin.

Does that answer your question?

MR. PALMER  Yes. So you are not having
to redesign data bases, accordingly?

MR BYRUM QG her than for the graphical
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conmponents, you know, that is load on a wreless
depl oynent, no. In fact, we were able to load two or
three different CAD clients, one for sheriff's office,
one for fire, and | believe for EMS they also did, all
in one particular car.

And depending on who sat in the seat they
brought wup their CAD application, and they were
online, which is quite a powerful capability.

VR. NASH: That brings up another
guestion. Again, you know, the focus of the NCC here
is the discussion of the interoperability applications
of this. Again, recognizing it is early in your
program here.

But you see nuch interaction between the
police departnent, the sheriff's departnent, the fire
departnent, EMS, you know, in what you are doing so
far do they tend to be insular in what they are doing,
or are they reaching out for exchange of information
bet ween agenci es?

MR BYRUM Traditionally we have not had
much interaction, other than occasional voice share
tal k groups on drunk systens, things |ike that.

Now that this capability is available in
selected units we alnost have to pronpt them to think

in that arena, that a first unit on the scene can send
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video not only to their agency, but to other agencies.

And that is the kind of testing that we
are into right now, due to the events of the |last few
weeks, how do we take information, first one on the
scene, and share it like we never had the ability to
share it before.

And that is what we are doing right now.
That is why sone of the video and denonstrations of
that aren't available yet, is because we are presently
asking those questions, what can other agency
requi renents be net.

MR, NASH Because certainly one of the
guestions that we have struggled with is, what are the
interoperability features of this new technol ogy when
we are still trying to scranble and figure out, you
know, what are the day to day uses that it is going to
get its nost use fromis, you know, how would you use
it in an interoperability node.

MR BYRUM Good questions, and | think
that is why we are all here, to get those answers.

MR, NASH: Any other questions? David,
Tim we thank you.

One other thing I would like to nove to,
you know, kind of pick up a little old business here.

Over the last several neetings we've had sone
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di scussi ons about the encryption standard.

As many of you may recall, encryption, and
this refers to the narrow band channels, encryption is
not required in every radio. However, if you are
going to wuse encryption on the interoperability
channels, we wanted to set a standard for what that
meant, what encryption you woul d be using.

At previous neetings we had deci ded upon,
and forwarded a recommendation to the FCC that the
project 25 encryption standard, which is based on DES

be recommended as that interoperability encryption

st andar d.

That is what has gone forward to the
Comm ssion, and | believe it has been incorporated
into the rules at this point. Several people had

raised the question that the DES encryption standard
is "onits last legs". That DESis on its way out the
door because it is -- it has been conpromsed in
several scenari os.

The Feds have been working on a new
encryption standard referred to as AES That
encryption, that standard has been under devel opnent
now for sonme tine, is supposed to be adopted, |ast |
heard, will probably be sone tine early part of next

cal endar year.
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In the interimthere was a standard known
as Triple DES that had been recommended. And, again,
that was going to be balloted in TIA as a standard.
That is still pending. And so at the nonent, fromthe
standpoint of being able to adopt a published
standard, the only published standard is the DES
standard, and that is what this commttee has
reconmended.

Nonet hel ess we do have, still on our
table, is this recomendation that we consider either
Triple DES, or AES as the encryption standard for the
interoperability channels under the argunent that if
we are going to adopt a standard, we should adopt
sonmething that is relatively new.

And therefore, at least in theory, would
have a longer lifetime than it would appear DES is
going to have in the future of LAN nobile radio.

One of the questions that |, at |east,
have asked the manufacturers a couple of tines, and
|"mnot sure that |'ve gotten a satisfactory answer on
yet, is the one that if this commttee were to
recoomend noving from the DES standard to an AES
standard, what inpact would that have on delivery of
product in the 700 Mz band?

And, again, | will throw that open to any
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of the manufacturers that m ght be here. And, again,
we are caught in this thing, that at the nonent there
is not an AES standard that we can recommend adopti ng,
but should one cone forward in the near future, is it
reasonable for us to consider recomending to the FCC
that they go through a rul emaking process to change
the standard for encryption on the interoperability
channel s?

And just to kind of put sone dates on it,
if we were to assune that an AES standard were adopted
by, say, June of next year, is that reasonable to
think of, John? | refer to John bl ak. | get a nod
fromhim But that m ght be reasonabl e.

So if one were adopted by June, and we
considered that, shortly after that adoption, and we
went to a rulemaking process, and assumng the
Conm ssion were able to act fast on that, which is a
bi g assunption, | think --

CHAIR W LHELM Don't nention fast and
Conmi ssion in the sane sentence, please.

MR NASH | know, it is an oxynoron. But
we woul d be |ooking, potentially, the rule would not
be nodified probably until a year from now, or later.

And that puts us the question to the manufacturers,

what does that do to your ability to build and depl oy
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product which is our bottom line requirenent, of
getting product on the street as soon as possible?

So | kind of throw that question out to
any of the manufacturers that mght be sitting out
there, who are willing to tackle that question.

| don't see any of them junping up.
Davi d?

MR El ERVAN: David Ei erman, Motorol a.
W have a very large base of DES users today,
specially the federal |aw enforcenent nmarket. And,
you know, if they decide to switch to AES we are
definitely going to support those custoners.

So, you know, obviously our plan is to
eventually come up with encryption nodules that go in
radi os that support the AES standards. So | don't
know what the date is for shipping an AES.

| mean, until we have a standard, and when
we have to go back through sone devel opnent to nake
sure it fits in the nodules, and into the radios.
But, yes, | would say eventually we plan on supporting
AES as a standard, whether it is an interoperability
standard or not.

MR NASH  Well, | guess that sort of --
you know, that you would support it. The 700 MHz band

is a new band to public safety. So it is not |ike we
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have an inbedded base of equipnent out there that we
need to support, this is sonething kind of new.

Encrypti on, quite frankly, for t he
majority of public safety is kind of a new concept.
There is sone limted encryption out there. But ,
again, encryption in general is not that w despread.

So I'm not sure whether or not we have an
i nbedded base that we need to support, or we are
| ooking at sonething, effectively, as a new product
out here, for the public safety narket.

And to what extent we mght need to
support interoperability with equipnent operating in
t he other bands m ght be open for sone discussion. |
guess the real question here is that there is the
requirement in the rules that every 700 MHz radio be
capabl e of supporting oper ati ons on t he
interoperability band.

And as | said in ny opening coments, that
there -- while there is no requirenment for encryption
on those interoperability channels, we have said that
if you are going to do encryption then you nust do it
in accordance with a standard, and at this point we
have defined that standard as DES.

And so to get back to, you know, if we

were to contenplate changing that recomendation to
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AES that would have sonme inpact on radios being
produced to be sold into the public safety market, and
we are trying to kind of get a feel for what inpact
would that have on those radios; does it delay
depl oynent of radios because we haven't -- we are
sitting here being, you know, w shy washy on what the
standard is going to be.

And we don't want that to be a reason for
the manufacturer to say, we can't build radi os because
you haven't nmade up your mnds yet. |If that is going
to be the response we wll make up our mnds here rea
qui ck.

Paul ?

MR, MAY: Paul May from M A-COM again. |
think you pointed out the nost inportant fact. And
that is that there is no installed base at 700 Miz.
The first people, or the first organization that adopt
700 MHz obviously aren't going to have anybody to
interoperate with, they are going to operate anongst
t hensel ves.

They may not actual ly need t he
interoperability channels. So they obviously could
install any encryption that was avail able at the tine.

| also think that, you know, once you enable or enact

a standard, it is very difficult to repeal it, or to
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move forward fromthat, as people start to adjust.

So ny suggestion would be that we |ook
very, very hard at the AES standard, and see if we can
make that worKk. Because | think that is the better
way to go.

W are at the point where noving forward
now, and getting to a standard by the June tinme frane
is, | think, certainly doable within the realm of
possibility. And, therefore, | would suggest that we
support the AES standard, and not the DES standard.

MR. NASH  Paul, | wouldn't disagree with
you, you know, that the first people in don't have
anybody to interoperate. But that is only a true
statenment when they first install their system

During the life of their system as other
people install their own systens, and cone on l|ine,
there will be a requirenment for interoperability. So
the first systemin needs to be able to operate in the
interoperability node.

Perhaps later in the lifetime of the
system but they still have a requirenent to do it.
And so that is why we've been trying to do this
upfront.

MR MAY: Yes, |'m not saying that there

isn'"t a requirenent to do it. Certainly there is a
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requirement to -- for the equipnent to operate in the
interoperability node. | nmean, that nuch | think
everybody agrees with.

| guess what | was suggesting was that if
the first systens were going to roll out coincident
with the AES standard, you know, the manufacturer of
t hose systens could, in fact, provide sonme encryption
capability, being DES, or Triple DES, or whatever, and
not AES because of the devel opnental lag tine.

But the -- | don't believe that the first
equi pnrent rolling out versus the standardization of
AES, is going to be that close, or that far apart, is
maybe a better way to look at it, such that we should
propagate the DES standard as the encryption of
choi ce.

Because | think that the tinme frame is
going to be pretty nuch the sane for the equi pnent and
t he AES st andard. And, therefore, as you go forward
in tinme from then, everybody wll adopt the AES
st andar d.

MR NASH: Part of the question, then,

that | would have for you, is noving from the DES
standard to -- and let's assune at the nonment the AES
standard, in a given hand held radio, is that a

software update, is that an update of the firmare
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t hrough an E- PROM change, or is that a hardware change
in the radi o?

And | heard the answer back there, yes.

MR MNAY: My opinion is it depends. | t
depends, frankly, when people design the product how
forward thinking they are, and how nmuch DSP processing
hor sepower they want to put in the radios.

Commerci al grade DSPs are capabl e of doing
100 MPS, and | don't see that as a significant issue.

But | would defer to sonebody el se who may have nore
experience in design and architecture.

MR, NASH: Well, what you are saying,
then, is do we need to nake the statenent now that at
the nmonment the standard is DES, but we contenplate
maki ng a change to AES within a year, and so therefore
when designing vyour products take that into
consi deration?

MR. MAY: | guess |'mnot sure how | would
react to that as a manufacturer. | probably would
design for AES anyway. So whether or not | got around
to inplenenting DES would be a different question.

MR. NASH  Bob, you had a coment ?

MR,  SCHLI ENVAN: Yes, a couple of them
First off -- Robert Schlieman, New York state.

You had made a comment, earlier, that it
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was already in the FCC rules, and that is not quite
correct. W've sent it to the FCC, | believe, but it

is not published, yet.

In fact, as | ook at 90.548 the
interoperability technical standards, | note that we
are still carrying sonme errors that were requested to

be corrected a year ago.

The other point | wanted to nake is wth
respect -- well, two other points. Wth respect to
interoperability the 800 band is an existing band that
we are operating on, and 700 potentially, in the
design of the equi pnent, alnost becones an extension
of that band.

So it is not a true statenent that DES is
not already in use. And irrespective of that band,
|"m sure that anybody doing gateways from one system
to another would, if +they were federal agencies
i nvol ved, they woul d want end-to-end encryption.

So, «certainly, the DES standard that
exists now, or triple DES, which exists now, could be
inportant to have in the 700 radio right at the start.

The third point I wanted to nake is that
the standard that is being balloted, which wll
becone, when it gets conpleted, ANSI TIA El A 102. AAAD,

lists all three as NXs, and NXA is for DES, NXB is for
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Triple DEA, or the triple data encryption algorithm

nore correctly. And NXC is for AES, for since NXC is
inconplete at this time, or since AES is inconplete at
this time, as far as being ready to be incorporated in
the standard, that is nerely a reference to what wll
be.

However, it is inportant to note that the
Triple data encryption algorithm allows for backward
conpatibility to DES by nmaking each of the three
i ndi vidual keys that it uses equal to the first key.
The first key is set for the sanme key as DES, then you
can use both algorithnms interoperably.

There is a requirenent in the NXC that was
part of the issue in working the ballot process, that
any radi o that uses AES as a project 25 radio would be
required to have a DES capable second node of
encryption incorporated in that radio, so that the DES
backward conpatibility woul d be naintai ned, whether it
was Triple DES, or DES.

MR, NASH | guess, Bob, ny comment on
that, you know, is that the task of this commttee is
to not cone up wwth a standard for a radio, as project
25 was. Qur task is to define the standards for
operations on the interoperability channels.

And so even though the project 25 standard
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may have three different nodes of encryption, we have
to select one if we are going to have interoperability
in the 700 MHz band.

And so we get back to the question of, you
know, is that one going to be DES, is it going to be
Triple DES, is it going to be AES. You know, we keep
arguing around the points of this, and really not
comng to a firmdecision.

Carlton?

MR VELLS: Carlton Wlls. W've already
tal ked about going through this thought process of
possi bly considering a different encryption standard,
whi ch may cause the manufacturers to guess which one
wll it be, we've already adopted DES, wll it be
DES3, or will it be AES?

And we've said, too, that fortunately we
are working with sone virgin spectrum this won't be
occupi ed, or have any inbedded base in it when we cone
online with 700 MHz.

In interoperability, once we do get
i nbedded, and in the future Triple DES, or AES gets
conprom sed when we evolve to the next Ievel of
encryption to get out of that conprom sing situation,
how do we take that inbedded infrastructure, or

i nbedded client base and mgrate it, also?
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Wat we are doing now is l|looking at a
static standard. But what happens as it evolves to
get out of the conprom sing situations? If we are
stuck wth a static standard that doesn't have
backward conpatibility on our future standards that
come aboard, we are going to be stuck wth
interoperability that is, essentially, open squel ch.

So how do we adopt a standard today that
tonorrow can still preserve the integrity of the
communi cations? Adopting AES today may set us up for
five or ten years of security, but after five or ten
years, if it is conpromsed, where are we at that
poi nt ?

MR, NASH | guess | get back to the point
that, you know, for the purposes of defining a
standard for operations on the interoperability
channel s, we have to nmake a choice today, or in the
very near future. And we can't have -- yes, there are
mul ti pl e choi ces out there.

But i f you are goi ng to have
interoperability between agencies, we have to nmake a
choi ce and define what that choice is.

MR VELLS: And | agree, we have to nake a
choice wth the standards that are available for us to

| ook at today. But -- and this is probably nore a
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chal l enge to the standards naki ng bodi es, what happens
tonorrow when we have to get out of a conprom sing
situation?

W are looking at a standard that 1is
likely static. And not a standard that may be
evolutionary to continue change, and we preserve
interoperability as that change occurs.

So | don't know the answer nyself. But
just so that we wunderstand, we are looking at a
standard encryption schene.

MR. NASH  Sonething to keep in m nd here,
you are tal king about a standard setting process that
has to consider mgration. Here we are talking about
adopting a rule, and that rule will refer to a very
specific TIA EIA standard, a specific revision of it.

And w thout the FCC going through a new
rul emaki ng process it nmakes no difference, you know,
that TIA docunent could be updated ten tines before
the FCC adopts a rule update, you know, and at any
point, when you are talking about changing the
standard, you need to give consideration to what do we
do about |egacy systens, how do we transition from
standard A to standard B?

| think that goes beyond what we shoul d be

consi dering here. W need to nake the decision what
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is going to be the standard for operations on the
interoperability channels today, so that we can nove
forward with the inplenentation of the 700 Mz band.
John?

MR VELLS: | agree, so | think we need to
ook as far out in the future as we can, so when we
adopt, or consider changing, that we pick sonething
that is going to be out there when --

MR NASH Well, that is the argunent for
goi ng AES rat her than DES.

MR VELLS: Right, look as forward as we
can.

MR NASH  Sure. John?

MR. POAELL: John Powell. | just want to
comment, Carlton, that there is the old adage that if
you always wait to buy the |atest conputer you never
buy a conputer.

W need to pick sonething that works, and
froman interoperability standpoint, if we | ook around
the United States today, we have infrastructures which
IS going in everywhere.

W need to be | ooking at the fact that the
maj or popul ation centers of this country are going to
be able, in the very near term to tie all the bands

t oget her . W need to be able to do end-to-end
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encryption.

The largest inbedded base is at the
federal level, and | think we need to |ook. W have
several federal representatives here in the room at
their recommendations, where are they going. Because
the systens that people are bidding now, state and
| ocal, encryption is part of the system

If it is a digital system encryption is
in there. And it is just the added cost for that
option is so insignificant, anynor e. And the
liability of not having it so high, that it is going
to be there.

And we need to look at the end-to-end
i ssues across bands; we need to look at the |argest
enbedded base that is out there, at the federal |evel,
and we need to make our choice.

And I woul d invite t he f eder al

representatives that are here to comment on what their

recomendati on would be. They know where their
agencies are going. And we ought to follow their
| ead.

MR SCHLI ENVAN: Robert Schlieman, again.
John ol ak, you mght want to comment on this. But |
believe the intent is that there is a standard, that

the standard will be constant, and the changes w |l be
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to the algorithmchoice that is used wth the standard
when we are talking about the ANSI 102 suite of
standards, as we are with the CAl

Wien it conpletes the balloting process,
and gets published, it wll beconme an ANS 102
standard, ANSI 102, or ANSI TIA EIA 102. AAAD. And the
choice will be the algorithm not the standard. The
standard will be defined in the al gorithns.

As new al gorithnms conme along wll be added
in the annexes for the very sinple reason of not
having to change the standard, only the algorithm
choi ce.

MR. NASH | guess Bob, | have a question.

Are you saying that we can just adopt the standard,
we don't need to define whether it is DES, Triple DES
or AES, that doesn't nmke any difference?

MR SCHLI EMAN: No. What | said was there
is a standard, the choice we are really tal king about
is the algorithmto be used with the standard, or it
is alnost a standard, we haven't finished it yet.

MR, NASH But | guess | get back to the
guestion t hat i f we are goi ng to have
interoperability, do we not need to define the
algorithm --

MR SCHLI EMAN:  Yes.
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MR NASH -- that occurs on?

MR SCHLI EMAN: That is correct.

MR NASH So if we --

MR SCHLI EMAN: |'"m clarifying the words

bei ng used here.

MR. NASH: Ckay. But from the standpoint

of the work of this commttee, we need to choose an

algorithm--

MR SCHLI EMAN:  And a standard.

MR NASH: -- the standard wth defi
algorithm that says, this 1is encryption on

i nteroperability channels.

ned

t he

And so it gets us back to, you know,

really t he guestion of at t he nonment

t he

recommendation of this commttee is DES. Ther e have

been sone that have suggested we should go to Tri

DES, because it is conpatible with DES.

pl e

There have been others that have argued,

no, don't do that, that is an interim thing t

hat

really won't be inplenented by anybody for any reason,

and that you really ought to go to AES because that

the wave of the future.

is

And I"'mtrying to get an answer of where

we, you know, should we nove from DES to sonething

el se, and what is that sonething else? So that we

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.

can

(202) 234-4433 WASHINGTON, D.C. 20005-3701 www.nealrgross.com




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

67

go forward and conplete the rul emaki ng process here,
to get it into the FCC rules, and so that the

manufacturers can build us product which is our end

goal here.

You know, we need to start deploying
systens. So -- John?

MR OBLAK John bl ak. Just a brief
confirmation that what Bob said is correct. The TIA
standard that is being developed will be for all of
the three -- each of the three algorithns that was
def i ned.

Now, what TIA wll not do, in all
i keli hood, is choose one as a recommended. These are
all standards that are up to the choice of the user.
And in this case | believe that the NCC being a
recommendati on, or making reconmendations to the FCC
on interoperability, will need to choose the standard,
the algorithmthat woul d apply.

VR, SCHLI EMAN: To answer your question
Gen, or at least to speak to it, | don't know if |
can answer it. In the TR-8.3 subconmttee the info
sec people, primarily the guys in the federa
governnent who have the |ongstanding vested interest
in encryption, which is sonmething that those outside

of the federal governnent are al so maki ng use of.
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They required that the choice of algorithm
should always be backward conpatible to DES, even
t hough DES has been broken. The fact of the matter is
to achieve interoperability you go to the | owest
common denom nat or .

And so the decision was nade that DES
woul d be the | owest common denom nator. And for that
reason Triple DES, or Triple DEA encryption algorithm
can be nade to operate |like DES, sinply by making all
t hree keys the sane.

And if a radio wll inplenment AES when it
is conpleted, that radio in conplying wth the
standard, the AAD standard, would have to have a
second node of algorithmthat would allow it to be DES
conpatible. Either Triple DES, or DES.

MR NASH kay. Let's back up. My
understanding is that AES is not backward conpatible
with DES. You can build a radio that has both AES and
DES init, that is just a nmulti-node radio.

So, again, I'mtrying to separate here the
building of a radio, which the radio my have
AES/ DES/ Triple DES, XYZ, 45W whatever in it, as
capabl e nodes of operation. That is a manufacturer
deci sion on how they build their radios.

W are tal king, here, about a standard for
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operation on the interoperability channels. And we
need to define that node of operation. Go ahead.

MR KEMPER This is R ck Kenper, CTIA
In the industry, as we went forward and inplenented
encryption, and authentication in our systens, a |ot
of this would be -- perhaps |I'm just trying to say
that you need to be aware that this discussion of
encryption and howto do it is all very good.

But anot her thing you need to be aware of,
and a huge task that we face, is key distribution, and
key sharing. And we found that the standards did not
cover this in a lot of detail, and there is a lot of
operational considerations that have to be nade.

So what | hear you saying is that you want
DES, or perhaps sonme other algorithns in these radios
so that your systens will be interoperable. You need
to realize that you need to be sharing keys, also.

| believe DES is a private key synmetri cal
system Those will also need to be interoperable, you
wll need to create systens so that you can share
those. Oherwi se the whol e discussion is noot, if you
are not wlling, at sone level, to neke sure that
t hose keys can be shared in between systens.

| nean, the capability will be there, but

you are going to have to do a heck of a ot of work to
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take care of the key, and key sharing, and trust
i ssues on the operational side of the issue, and not
just the technical, let's nake sure what the radios
can support.

MR NASH W are aware of that. Paul ,
you had sonet hi ng?

MR MAY: There were a couple of issues
raised in ternms of backwards conpatibility. And
obviously that brings in the question of where do you
draw the line. For exanple, the 800 M.

In 800 Mz there are a nunber of different
i npl enent ations  of DES, depending on who the
manuf acturer was, and the tinme in which it was built.

And so, you know, if we say we want to go back al
the way to DES XL wth CDSD, or sonething |ike that,
clearly that is probably beyond the bounds of what we
woul d consi der.

But, obviously, you have to draw an
arbitrary line in the sand to say, okay, we are going
to be backwards conpatible to this level. And, again,
| think that is why ny suggestion is that just noving
forward, because this is wvirgin spectrum it 1is
probably the best solution long term

MR, NASH: Again, | guess | would argue,

you know, no di sagreenent that a particular radio, and
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particularly if it is 700 to 800 Miz, that that radio

may need to be capable of DES in order to be backward
conpatible with sonme existing 800 system that is
operating on.

And part of the question here, there is no
existing |legacy system at 700 MHz, on the
interoperability channels, that we need to protect its
operation on in making this decision.

So at least in ny mnd |I'm trying to
separate what a radio mght need to be able to do
versus the decision we need to nwake here for
operations in this new 700 MHz band.

MR. MAY: The one other point that | want
to make, too, was that the encryption standard that we
choose is the standard that has to be used in the
interoperability frequencies, or channels, when you
are encrypted.

There is no actual requirenent that the
manuf acturers include an encryption capability in the
radio, per se, right? It is just that you have this
type of encryption if you are going to use it. I's
that correct?

MR NASH: At the noment there is no
requi r ement for encrypting the interoperability

channels, at all. However, what we have said is if
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you use encryption on the interoperability channels,
then you will do it in this standardi zed node that we
are trying to define.

MR, MAY: kay, thank you.

MR NASH.  John?

MR POWNELL: Two comments. First of all
it is a standard, and ny understanding is that that is
the way it is. The standard itself incorporates the
requi renent for backward conpatibility if we select
AES. The standard itself nmandates that backward
conmpatibility.

Then it is going to be required if they
i npl enent according to the standard. And that is the
way - -

MR, NASH. John, | guess we get back to a
good point that Bob brought up. Is | think we are
tal king about two different standards, here. There is
the standards docunent, 102 series, that has been
witten, that is one thing.

What we are tal king about here is what is
the standard node of operation that we are going to

require in the interoperability channels.

MR POANELL: | woul d suggest that probably
with regard to requirenents for backwar d
conmpatibility, t he interoperability subcommi ttee
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shoul d take that up. And ny personal feeling is that

if we have to be, because of gateways, we have to be
backwar d conpatibility to t he | onest common
denom nator, because we wll have to talk to an
i nthedded base.

Even though one doesn't exist at 700, it
certainly exists in other bands. And --

MR, NASH Ckay. So you are suggesting we

throw this back to the interoperability commttee. |If
we do that what |I'mgoing -- you know, take Chairman's
prerogative here, is | want the interoperability

commttee to define a single node of operation on the
interoperability channels of the 700 MH#z band.

This comm ttee needs to know one node t hat
wll be defined as the interoperability node for
operation on the 700 MHz interoperability channels.

MR POWELL.: W can discuss that today,
and hope we cone up with a recomendati on.

MR. NASH  Any ot her discussion?

(No response.)

MR. NASH |Is there any other business for
t he technol ogy subcomm ttee?

(No response.)

MR NASH Wth that | guess we will pass

it to you, John
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MR. PONELL: And what |'m going to suggest

that we do, so | can get sone docunents out, is that

we take a lunch break right now, if that
you, M chael .

Is the other subcommttee
t hree?

CHAIR WLHELM  Arbitrarily.

MR POWELL: Arbitrarily,

is okay with

schedul ed at

right. What

about if we cone back at 12:30, does that work for

peopl e?

So we wll adjourn this joint neeting,

then, wuntil 12:30 and we wll pick
interoperability subcommttee then.
(Wereupon, at 11:10 a.m

entitled matter was recessed for |unch.)
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